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SERTIFIKAADIGA AUTENTIMINE

Kuidas kurjamid       
ENTER nuppu vajutavad?



  

HTTP PÄRING JA VASTUS

GET /login/idcard/

Set-Cookie: SESSIONID=...

Kurjamil         on 
tarvis seansivõtit



  

TLS

TLS CCA

SSL_CLIENT_CERT: 

   
RAKENDUS-
SERVER(ID)

GET /login/idcard/
SSL-CLIENT-CERT: 

PÖÖRD-
PROKSI



  

PÖÖRDPROKSI SEADISTUS

<Location /login/idcard/>

RequestHeader add SSL-CLIENT-CERT /.../

<Location /login/idcard/>

RequestHeader add SSL-CLIENT-CERT /.../



  

#1 HTTP PÄISE SÜSTIMINE

GET /login/idcard/
SSL-CLIENT-CERT: 

GET /login/idcard/
SSL-CLIENT-CERT: 



  

#2 HTTP PÄISE SÜSTIMINE

GET /login/idcard/
SSL-CLIENT-CERT: 
SSL-CLIENT-CERT:

GET /login/idcard/
SSL-CLIENT-CERT: 

SSL_CLIENT_CERT: 



  

PÖÖRDPROKSI SEADISTUS

<Location /login/idcard/>

RequestHeader set SSL-CLIENT-CERT /.../

<Location /login/idcard/>

RequestHeader set SSL-CLIENT-CERT /.../



  

F5 BIG-IP: HEADER REPLACE

HTTP::header replace <name> [<string>]

Replaces the value of the last occurrence of the 
header named <name> with the string <string>. 
This command performs a header insertion if 
the header was not present. If there are multiple 
instances of the header, only the last instance is 
replaced.

HTTP::header replace <name> [<string>]

Replaces the value of the last occurrence of the 
header named <name> with the string <string>. 
This command performs a header insertion if 
the header was not present. If there are multiple 
instances of the header, only the last instance is 
replaced.



  

#3 HTTP PÄISE SÜSTIMINE

GET /login/idcard/
SSL-CLIENT-CERT: 
SSL-CLIENT-CERT:

GET /login/idcard/
SSL-CLIENT-CERT: 
SSL-CLIENT-CERT: 

SSL_CLIENT_CERT: 



  

ALTERNATIIVNE TEE (PATH)

<Location /login/idcard/index.jsp >

RequestHeader set SSL-CLIENT-CERT /.../

<Location /login/idcard/index.jsp >

RequestHeader set SSL-CLIENT-CERT /.../



  

#4 ALTERNATIIVNE TEE (PATH)

GET /login/idcard/
SSL-CLIENT-CERT: 

GET /login/idcard/
SSL-CLIENT-CERT: 



  

URL KODEERIMINE

● GET /login/idcard 

set path [HTTP::path]

if { $path starts_with "/login/idcard" }{ 

  HTTP::header remove "SSL-CLIENT-CERT"

  HTTP::header insert "SSL-CLIENT-CERT" \

      [b64encode [SSL:cert 0]]

}

● GET /login/idcard 

set path [HTTP::path]

if { $path starts_with "/login/idcard" }{ 

  HTTP::header remove "SSL-CLIENT-CERT"

  HTTP::header insert "SSL-CLIENT-CERT" \

      [b64encode [SSL:cert 0]]

}



  

STARTS_WITH, EQUALS

<string1> equals <string2>

● Tests if string equals string2.

"/login/idcard"  !=  "/login/idcard/"

<string1> starts_with <string2>

● Tests if string1 starts with string2.

<string1> equals <string2>

● Tests if string equals string2.

"/login/idcard"  !=  "/login/idcard/"

<string1> starts_with <string2>

● Tests if string1 starts with string2.



  

URL ENCODING, PATH

● GET /login/idcard HTTP/1.0
● GET /login/idcar%64 HTTP/1.0
● GET /login/%69%64%63%61%72%64 HTTP/1.0
● GET /%6c%6F%67%69...%61%72%64 HTTP/1.0
● GET /login/./idcard HTTP/1.0
● GET /login/./././idcard HTTP/1.0
● GET /./login/../login/./idcar%64 HTTP/1.0

● GET /login/idcard HTTP/1.0
● GET /login/idcar%64 HTTP/1.0
● GET /login/%69%64%63%61%72%64 HTTP/1.0
● GET /%6c%6F%67%69...%61%72%64 HTTP/1.0
● GET /login/./idcard HTTP/1.0
● GET /login/./././idcard HTTP/1.0
● GET /./login/../login/./idcar%64 HTTP/1.0



  

#5 URL KODEERIMINE

GET /login/idcar%64
SSL-CLIENT-CERT: 

GET /login/idcar%64
SSL-CLIENT-CERT: 



  

#6 OTSEPÖÖRDUMINE

CMS 

GET /login/idcard/
SSL-CLIENT-CERT: 



  

HTTP TRACE

● TRACE /login/idcard HTTP/1.0

TRACE allows the client to see what is being 
received at the other end of the request chain 
and use that data for testing or diagnostic 
information.

        Microsoft IIS: HTTP TRACK

● TRACE /login/idcard HTTP/1.0

TRACE allows the client to see what is being 
received at the other end of the request chain 
and use that data for testing or diagnostic 
information.

        Microsoft IIS: HTTP TRACK



  

HTTP TRACE

TRACE /login/idcard
X-CLIENT-CERT: 

HTTP/1.1 200 OK
Server: Apache

TRACE /login/idcard HTTP/1.0
X-CLIENT-CERT: 

TRACE /login/idcard

SSL_CLIENT_CERT: 



  

CGI

For portability reasons, the names of 
environment variables may contain only letters 
numbers, and the underscore character. /.../ 
Characters which do not match this restriction 
will be replaced by an underscore when passed 
to CGI scripts and SSI pages.

For portability reasons, the names of 
environment variables may contain only letters 
numbers, and the underscore character. /.../ 
Characters which do not match this restriction 
will be replaced by an underscore when passed 
to CGI scripts and SSI pages.



  

#7 TAGASIÜHILDUVUS

GET /login/idcard
SSL-CLIENT_CERT: 

GET /login/idcard
SSL-CLIENT_CERT: 

SSL_CLIENT_CERT:      



  

AHELA KONTROLL

Pöördproksi kontrollib:
● Kas kliendil on sertifikaadi privaatvõti

Rakenduses kontrollitakse:

if ('SSL_CLIENT_I_DN_CN') in ('ESTEID-SK 2015', 
                              'ESTEID2018'){

   /* AUTENTIMINE ÕNNESTUS, AVA LIGIPÄÄS  */

}

Pöördproksi kontrollib:
● Kas kliendil on sertifikaadi privaatvõti

Rakenduses kontrollitakse:

if ('SSL_CLIENT_I_DN_CN') in ('ESTEID-SK 2015', 
                              'ESTEID2018'){

   /* AUTENTIMINE ÕNNESTUS, AVA LIGIPÄÄS  */

}



  

KÜSIMUSED

● Põhjalikumalt: Service Hardening koolitus
● Küsimused?

● Põhjalikumalt: Service Hardening koolitus
● Küsimused?

Avaslaidi joonistus: Martin Luht disain7.comAvaslaidi joonistus: Martin Luht disain7.com
Ikoonid: Tango Desktop Project tango.freedesktop.orgIkoonid: Tango Desktop Project tango.freedesktop.org
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