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Abstract

Automated systems and technologies is a network of interconnected actuators, such as industrial
robots and computational devices, forming an integrated web of systems that span design,
planning, logistics, manufacturing, warehousing, and sales in the manufacturing sector.

These systems automate functions traditionally performed by humans, enhancing efficiency
and productivity across various stages of the manufacturing process. Automated systems and
technologies can be of different levels, from entirely manual to fully automated systems. They
depend on the vendor’s maintenance and trouble-shooting handling policies and may require
remote access mechanisms to ensure proper functioning. This complex environment uses data
and information that must be confidential, integral, and available for the organisation to stay
competitive. With the pressing need for digitisation, increased need for on-demand production,
and increasing labour costs, securing these systems is no longer just an option but a critical
investment.

However, using automated systems and technology and awareness of their security risks and
countermeasures are rather limited. The operational and security aspects are communicated orally
without established security policies, and the security aspects get more attention only after security
events. The companies need to be made aware of the security standards and regulations. The
response to the security events includes the data and system restoration from the local backups.

This report presents the results of the interviews, systematic literature study and survey
performed in the organisation using automated systems and technologies. It discusses the context
and valuable assets that must be protected against security risks. More specifically, it considers
the domain model for security risk management to describe the automated system vulnerabilities,
their security threats, and their impact on data and information confidentiality, integrity, and
availability. The report also suggests security risk treatment decisions and countermeasures to
mitigate the identified risks.

Keywords: Automated systems and technology, protected assets, security risks, STRIDE, se-
curity countermeasures, security requirements and control, security standards, ISSRM, and
manufacturing organisations.
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1 Introduction

Nowadays, digitization and intelligent infrastructure change human activities and industrial
systems. Disruptive technologies, such as cloud computing, blockchain, AI/ML systems, au-
tomated systems and technologies and others, have become applicable in various domains of
manufacturing. The intensive use of these technologies also generates and manages a lot of data
and information, which should be used for the intended purposes, made available when needed,
and integral to making correct decisions. It means that security should be treated as the rst-level
citizen in the digitalized processes and automated systems and technology.

The annual report on Cyber Security in Estordid][highlights a surge in security threats and
risks, speci cally targeting institutions and service sectors. As digitalization continues to be a
focus for the business sector, it has become imperative for organizations to enhance their security
measures. This involves preparing for potential threats and proactively implementing strategies
to mitigate risks, thereby preventing unwanted outcomes in worst-case scenarios.

This report presents an analysis of the context, assets, risks and countermeasures in the
automated manufacturing systems. The aim is to gain a preliminary explanation of the information
security measures employed by manufacturing entities. Special attention is given to Small and
Medium-sized Enterprises (SMEs) that have integrated automation into their production processes
to various extents. This focus is driven by the recognition of SMEs as pivotal contributors to the
economic fabric [40], yet often under-resourced in terms of advanced security infrastructures.

The report is structured as follows: in Chapter 2, the research approach is explained. The
report follows the principles of the domain model for information system security (a.k.a., ISSRM).

It is applied to collect data using interviews, systematic literature reviews, and surveys on the
security concerns in automated systems and technologies. In Chapter 3 we de ne the context.
here we also discuss a reference architecture model industries 4.0 framework, which highlights
key components of the automated system and technology. In Chapter 4 we overview the standards.
Chapter 5 presents the assets, Chapter 6 — security risks, and Chapter 7 — security countermeasures
to mitigate these risks in automated systems and technology. Chapter 8 and 9 present two use
cases — analysis of the insider risks in the manufacturing order processing and analysis of security
threats in the manufacturing processes. Chapter 10 highlights some concluding remarks.



2 Research Approach

In this chapter, we de ne the research questions and discuss the research method applied to collect
and analyse the data on the security of automated systems and technology. This work is driven by
the information systems security risk management approach, which is a systematic method to
de ne system context and assets, analyse security risks and reason for the countermeasures to
mitigate these risks. The data are collected using three empirical research methods:

« interviews with the representatives from the manufacturing organisations,
« systematic literature review,

 survey performed in Estonian manufacturing organisations.

In this chapter, the steps of the research are de ned and collected data are presented.

2.1 Security Risk Management

Security engineering is a process of lowering the risk of intentional unauthorized harm to valuable
assets to a level that is acceptable to the system's stakeholders by preventing and reacting to
malicious harm, misuse, threats, and security risks [14].

This activity includes security risk management tasks. In this work, we will apply the domain
model of information systems security risk management (a.k.a. ISSRM domain model, see Fig. 1)
[11] [29] consists of three major groups of concepts: asset-related concepts, risk-related concepts,
and risk treatment-related concepts. According to the survey re6]td$SRM was assessed as
one of the most pro cient concepts that implement ISO/IEC 27001 standard requirements.

Figure 1. The ISSRM domain model, adapted from [11] [29]

Asset-related conceptslescribe which of an organisation's assets are important to protect
and what criteria guarantee a certain level of asset secfify29]. An asset is anything that is
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valuable and plays a role in accomplishing the organisation's objectives. Assets can be classi ed

as business assets or organisational assets. A business asset describes the information, processes,
capabilities and skills essential to the business and its core mission. Typically, business assets are
immaterial.

A security criterion (also called security property) characterises a security need and is a
property or constraint on business assets. The security objectives are de ned using security
criteria on business assets. Thus, the security criteria describe the security needs, which are,
typically, expressed as con dentiality, integrity and availability of business assets:

e Con dentiality describes the property not being made available or disclosed to unau-
thorised individuals, entities, or processe§[[ 29]. It deals with preserving authorised
restrictions on information access and disclosure, including means for protecting personal
privacy and proprietary information.

 Availability describes the property of being accessible and usable upon demand by an
authorised entityq1] [29]. It means ensuring timely and reliable access to and use of
information.

* Integrity is the property of guarding the accuracy and completeness of business assets
[11] [29]. Accuracy could be threatened by unauthorized or undesirable updates or
tampering. Completeness could be threatened by alteration or deletion. In other words,
integrity protects against improper information modi cation or destruction and ensures
information's non-repudiation and authenticity.

A system asseis a component or part of an information system, valuable to the organisation since

it supports business assets. A system asset can be a component of the information technology
system (e.g., hardware, software or network), but also a person or a facility that plays a role in the
system and, therefore, in its security. The IS assets (except software) are material. System assets
are identi ed as assets that facilitate the functioning of business a28gtd his encompasses

the elements required for transactions, information collection, storage, maintenance, and other
functions related to business assets.2phihformation processing functions are derived. These

are:

e Capturing information , for example using a keyboard, bar code reader, digital camera
etc.). Information can be collected in several different ways, depending on the type of
information being collected and the device or method used to collect it.

» Transmitting information , for example, wired or wireless phones, internet etc. The
transmission of information may take place through different means of communication,
depending on the type of information being transmitted.

 Storing information, for example, hard disk, memory card, databases etc. Information
can be stored in many different ways, depending on the type of information being stored
and the storage medium or method used.



« Retrieving information, for example, from any physical device, data store, etc. This func-
tion may request or collect information from any device or system capable of generating or
storing data. Retrieval can be done from different types of devices, be it computers, smart
devices, machines or other physical devices.

< Manipulating information for example, calculations, combinations, statistics, etc. This
function may include calculating, combining, using statistical methods and other processing
of information. Manipulation of information can be done using software applications,
algorithms or other means, depending on the type of manipulation or analysis desired.

* Displaying information, for example, monitor, printer, etc. This function allows users or
systems to view or access processed or stored information.

All six functions — capturing, transmitting, storing, retrieving, manipulating, and displaying
information — are essential to the functioning of the system. These functions contribute to the
support of business assets, which may be represented as data, information, or operations and
processes.

Risk-related conceptsintroduce de nitions of risk itself and its immediate componertd [

[29]. Arisk is a combination of a threat with one or more vulnerabilities leading to a negative
impact on two or more assets by harming them. The combination of threat and vulnerabilities
represents a risk event and impact is the consequence of this risk. An impact is the potential
negative consequence of a risk that negates the security criterion de ned for business assets and
harms these assets when a threat (or an event) is accomplished. The impact can also be described
at the level of IS assets (e.g., data destruction, failure of a component, etc.) or at the level of
business assets, where it negates security criteria (e.qg., loss of information con dentiality, loss of
process integrity, loss of data availability). In addition, one impact can provoke a chain reaction

of impacts (or indirect impacts), for example, a loss of con dentiality of sensitive information
leads to a loss of customer con dence.

A risk eventis an aggregation of a threat and one or more vulnerabilities. A vulnerability is
the characteristic of an 1S asset or group of IS assets that exposes a weakness or aw in terms of
security. A threat is an incident initiated by a threat agent using an attack method to target one or
more IS assets by exploiting their vulnerabilities. A threat agent is an agent that has the means to
intentionally harm IS assets. A threat agent triggers a threat and, thus, is the source of a risk. The
threat agent is characterised by expertise, available resources, and motivation. An attack method
describes a standard means by which a threat agent executes a threat.

Security risk analysisincludes consideration of security threats. In this work, we apply the
STRIDE approach39], which allows the categorisation of identi ed threats under each part of
its mnemonic. The threat taxonomy identi es security threat types within represented elements.
STRIDE stands for:

* Spoo ng — pretending to be something you are not or someone you are not,
« Tampering — modifying something that you are not supposed to modify,

» Repudiation — claiming you didn't do something (regardless of if this is true or not),
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« Information disclosure — exposing information to those who are not authorised to view it,

¢ Denial of service— attacks that are designed to prevent a system from providing its
intended service,

« Elevation of privilege — when a program or user can do things (technically) that they're
not supposed to be able to do.

These are designed to help software builders identify software attacks. Each of the aforementioned
threat-speci ¢ sections provides a deeper explanation of threats including its violated security
requirement:

¢ Spoo ng - Authentication

Tampering - Integrity

Repudiation - Non-repudiation

Information Disclosure - Con dentiality

Denial of Service- Availability

Elevation of privilege - Authorisation

Risk treatment-related concepts describe the concepts to treat sk [29]. A risk treatment
decision is a decision to treat the identi ed risk. A treatment satis es a security need, expressed
in generic and functional terms and re ned to security requirements. There are four categories of
risk treatment decisions possible:

* Risk avoidanceis a decision not to become involved with or to withdraw from a risk. The
system's functionality is modi ed or discarded to avoid the risk;

 Risk reduction includes actions to lessen the probability, negative consequence, or both
associated with risk. Security requirements are, typically, selected for reducing the risks;

¢ Risk transfer de nes how risk parties could share the burden of loss from a risk. A
third party is related to the (or part of the) system. This also means that some security
requirements could be de ned regarding the third party;

 Risk retention constitutes acceptance of the burden of loss from a risk. No design decision
is necessary in this case.

A security requirement is a condition on the phenomena of the environment that we wish to make

true by installing the information system, to mitigate risk&|[[ 29]. A security requirement is

the re nement of a risk treatment decision to mitigate the risks. On the one hand risk reduction

decisions lead to security requirements. But sometimes, risk transfer decisions must improve
some security requirements on third parties. Avoiding risk and retaining risk do not need any

security requirements. On the other hand, each security requirement contributes to covering
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one or more risk treatments for the target system. A control (countermeasure or safeguard) is a
designed means to improve security by implementing the security requirements. Security controls
can be processes, policies, devices, practices or other actions or components of the IS and its
organisation that act to reduce risks.

The ISSRM process[1]] [29] (see Fig. 2) begins with (a) a study of the organisation's
context and the identi cation of its assets In this step, the organisation, its environment and
the system(s) used in this organisation are described. Then, based on the level of protection
required for the assets, (b) one needdetermine the security objectives Security objectives
are de ned in terms of con dentiality, integrity and availability of the business assets. The next
step of the process is (cisk analysis, where security risks which harm assets and threaten
security objectives are elicited and assessed. Once the risk assessment is nistedis{dhs
about risk treatment are taken (e.g., avoiding, reducing, transferring or accepting the risk).
The next step (e)) is thelicitation of security requirements to mitigate the identi ed risks.
Finally, security requirements are (fiplemented as security controlsi.e., system-speci ¢
countermeasures that are implemented within the organisation.

Figure 2. The ISSRM process, adapted from [11] [29]

In this work, we will use the ISSRM approach to de ne the context, risks, security requirements
and countermeasures of the automated system and technology. In the next section, we will
consider the research questions and method.

2.2 Research Questions

To guide the analysis of the automated systems and technology, here, we introduce six research
questions:

. What is the context of automated systems and technology?

. What are the challenges of automated systems and technology

1
2
3. What are the protected assets of information systems and technology?
4. What are the security risks to the automated systems and technology?
5

. What are security requirements and controls to mitigate risks of the automated systems
and technology?

6. What standards should be followed while using automated systems and technology?
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To answer these questions, rstly, we conducted interviews with the selected experts from
Estonian manufacturing companies. Next, we did a systematic literature analysis. Finally, we
executed a survey, where using the the online questionnaire, and we collected data from Estonian
manufacturing organisations. All three empirical studies are guided by the application of the
ISSRM process and domain model.

2.3 Interviews

The purpose of the interviews was to explore the context of the automated systems and technolo-
gies in Estonia and to learn about the current landscape of information security practices within
the domain of automated manufacturing. The results of this study were also used as the input to
the other two empirical studies (i.e., literature review and survey).

The face-to-face interviews were conducted in the participants' native languages. It allowed
the interviewer to establish a comfortable and familiar environment for the interviewee, facilitating
a more natural and responsive dialogue that could be dynamically based on the participant's
responses.

The primary objective of this survey was to garner an understanding of existing practices.
Hence, prede ned, structured questions were de ned to avoid inadvertently steering the conver-
sation away from organic insights into the practices under scrutiny. Furthermore, conducting
interviews orally, as opposed to written questionnaires, was strategically chosen to prevent the
interviewees from excessively re ning their responses. This measure was intended to ensure
authenticity and minimize the potential for the reactions to be arti cially tailored or distorted.

To achieve a diversity of insights, the study set a minimum objective of conducting three
interviews. Ultimately, a total of ve interviews were successfully executed. The focus of these
interviews was explicitly directed towards Small and Medium-sized Enterprises (SMESs), as
speci ed in [12]. To clarify and ensure comprehension across diverse linguistic backgrounds, the
de nition of SMEs was translated into Estonian. The translation was integral to ensuring that the
interviewees understood the scope and context of the study.

To ensure consistency across all interviewees, the interviews were unstructured but had
prede ned themes and sub-questions to guide the discussion. This approach not only preserved
the structural integrity of the interviews but also afforded the interviewees the latitude to articulate
their experiences and perspectives naturally and spontaneously. Each interview session was
recorded using a smartphone, following the acquisition of consent from the participants. This
approach facilitated precise data collection, obviating the need for concurrent note-taking and
allowing the interviewer to focus entirely on the interviewee. After each interview, the audio
recordings were transcribed verbatim. These transcriptions were categorized according to the
established thematic framework, ensuring the responses were arranged for the analysis. The
analysis of the transcribed data was conducted using thematic analysis techniques. By allocating
the responses to their respective thematic categories, recurring patterns were identi ed.

Table 1 presents the characteristics of the interviewed companies.
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Table 1. Interviewed companies

Number of employ- | Interviewee role Part of a larger
ees as of 2022 group
Interviewee 1 101 - 200 CEO no
Interviewee 2 101 - 200 IT Manager no
Interviewee 3 | 201 - 400 IT specialist yes
Interviewee 4 | 201 - 400 IT Manager yes
Interviewee 5 | 1-100 CEO no

2.3.1 Interview Topics and Questions

» Automated Systems and Machinery Handling
— What automated systems are used in your manufacturing processes, and how are
they secured against unauthorized access or manipulation?

— Can you describe the procedures for handling and maintaining machinery, including
software updates, physical security, and network isolation?

— How are access rights coordinated within your company, especially regarding remote
access or third-party vendors interacting with critical systems?
¢ General Security Strategy
— Can you provide an overview of your company's cybersecurity strategy and how it
aligns with your business objectives?

— How do you assess and prioritize the cyber risks speci ¢ to the manufacturing sector,
and what frameworks are you using for risk management?

— What regular security assessments or audits are conducted within your organization
to ensure compliance with the latest standards and regulations?
e Threat Awareness and Incident Response
— Have you experienced any cyber threats or security incidents? If so, how were they
handled, and what lessons were learned?

— Can you describe your incident response plan and how it is tailored to address the
unique challenges within the manufacturing environment?

— How do you collaborate with external parties, such as government or industry
organizations, for sharing threat intelligence and best practices?

» Data Exchange and Integrity

— What kind of data is exchanged between the systems within your organization, and
how is it encrypted or otherwise protected during transmission?
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— Is there any possibility of data being stolen or manipulated within your system, and
what controls are in place to detect and prevent such incidents?

— How do you ensure data integrity and availability, especially in system failure or
targeted attacks?

« Employee Education and Training

— What continuous training and awareness programs are in place to educate personnel
about the latest cyber threats and security measures?

— How do you ensure that security awareness is integrated into the company culture,
especially among non-technical staff who may interact with automated systems?

e Compliance and Legal Awareness

— Are you aware of any speci c legislation, standards, or regulations that apply to your
industry regarding cyber security? How do you ensure compliance?

— What processes are in place for engaging with regulators, law enforcement, or legal
counsel in case of a cyber incident, and how are responsibilities delineated within
the organisation?

— How do you balance the need for security with other business considerations, such
as operational ef ciency, innovation, and customer trust?

¢ Technology and Innovation

— How do you stay abreast of emerging technologies and threats in the manufacturing
domain, and how do they in uence your cyber security strategy?

— Can you discuss any innovative approaches or technologies you've adapted to en-
hance security within your manufacturing processes, such as Al, blockchain, or 0T
security measures?

— What are your plans for cyber security investments and developments, especially
considering the manufacturing industry's evolving landscape of automation and
interconnectivity?

2.4 Literature Review

We performed a systematic literature review based on the guidelines by Kitchesthaim

[24]. The review goal is to survey primary literature covering security risks in automated
systems and technology. The objectives of the literature review were to explore the context of
automated manufacturing systems. We aimed to de ne the nature and components of automated
manufacturing systems, their security needs, systems' security risks, strategies and methods
(requirements and controls) employed to mitigate these risks.
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Search Process:We used SCOPUSand Web of Sciencedigital libraries. The search
gueries include “automated manufacturing system, cyber security, cybersecurity”. These search
gueries are connected using Boolean operators tailored to each digital library. Table 2 shows the
results of the search results from the sources. We identi ed 125 results (see Table 2) from which
we selected 10 for analysis based on the inclusion/ exclusion criteria (see Table 3).

Table 2. Selected sources and corresponding results for literature review

Sources SCOPUS | Web of Science| Total
Returned 70 55 125
Filter 1 29 23 52
Filter 2 (Final selection) 6 4 10

Paper Selection:We subjected the identi ed papers to an initial screening which covered the title,
keywords, abstract, results, and conclusion. To select relevant papers, we applied the following
two Iters based on our research questions:

1. Filter 1: Applying inclusion/exclusion criteria in Table 3 on the selected papers. Table 2
presents the results of applying the inclusion/exclusion criteria resulting in 52 results.

2. Filter 2: Quality assessment of the papers that passed Filter 1 following the Kitchenham
guality guidelines [24], with the questions:

» Does the study cover the scope of work?
* Does the study describe security risks in automated manufacturing systems?

» Does the study provide the countermeasures to mitigate security risks?

Table 3. Inclusion/exclusion criteria on the selected papers

Inclusion criteria Exclusion criteria

Papers in the area of industrial automdapers that focus on security in lim-

tion. ited aspects of automated manufactur-
ing systems.

Papers that explicitly carry out securityPapers that focus on automated manu-

risk assessment or analysis. facturing systems safety features - unin-

tentional harm to stakeholders.
Papers that present security risk sgliNon-English papers.

tions.
Academic papers that are accessible iDuplicate works.
full text from the university.

Ihttps://www.scopus.com/home.uri
2https://www-webofscience-com/wos/woscc/basic-search
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Selected PapersOut of the 125 articles initially considered, 115 were excluded based on the
Itering criteria. The remaining ten articles were thoroughly examined to address the research
questions. Below, we provide an overview of the selected articles, highlighting their respective
contexts. Subsequently, we catalogue the standards referenced in each article. Lastly, we offer
a consolidated perspective of the speci ¢ assets targeted in each article, aligning them with the
context of the automated systems and technology.

1. Khalid et al. "Understanding vulnerabilities in cyber physical production systems" [23]
The paper aims to systematically identify risk sources and highlight hazards in cyber-
physical production systems (CPPS), focusing on integrating safety and security aspects.
It seeks to contribute to developing future Human-Robot Collaboration (HRC) capable
of integration in manufacturing systems, particularly in the context of Industry 4.0. The
research revolves around a use case in the automobile industry, where a heavy payload
robot, a key component of the CPPS, is installed for active HRC. The study explores
the CPPS model for this use case, detailing the technology requirements and framework
design. The simulation aims to reveal system vulnerabilities, particularly in cyber-attacks
leading to safety and failure issues.

The paper identi es various risks and hazards associated with CPPS, particularly when
integrated with heavy payload robots in manufacturing environments. The results highlight

the vulnerabilities of these systems to cyber-attacks and their potential impact on safety
and operational failure. By utilising the simulation benchmark, the study demonstrates

how cyber-attacks can compromise safety and disrupt the functioning of the CPPS. The
ndings underscore the necessity for robust safety and security integration in CPPS to
safeguard against cyber threats and ensure the effective functioning of HRC in industrial
settings.

2. Urooj et al. "Risk Assessment of SCADA Cyber Attack Methods: A Technical Review on
Securing Automated Real-Time SCADA Systems" [41]
The paper aims to comprehensively review cybersecurity risk assessment methods for
Supervisory Control and Data Acquisition (SCADA) and Industrial Control Systems (ICS).
It seeks to identify potential future research areas and available methods focusing on
speci ¢ aspects of risk assessment in automated SCADA systems. The study reviews
the state-of-the-art techniques in cybersecurity risk assessment for SCADA systems,
comparing multiple contemporary approaches. It outlines key points of these approaches
and analyses them in terms of conventional risk assessment procedures, analytical methods,
and research challenges.

The key risks identi ed in SCADA systems include network security vulnerabilities,
weak cryptographic issues, SCADA system con guration vulnerabilities, and imperfect
credential management. The paper emphasises the need for regular security enhancement
and updated maintenance to protect against these risks. It suggests that the network
architecture of SCADA systems should be carefully designed to ensure remote users
have access to information monitoring and analysis as per corporate needs, focusing
on the segregation of control systems from external traf c. The paper concludes that
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despite numerous risk assessment methodologies for SCADA systems, further research
and improvements are needed in areas like credentials encryption, attack/failure awareness,
human factors, assessment and veri cation, and tool support. A comprehensive technique
covering all stages of the risk management process is deemed necessary.

. Thames et al."Distributed, Collaborative and Automated Cybersecurity Infrastructures
for Cloud-Based Design and Manufacturing Systems" [27]

The research aims to enhance cybersecurity in Cloud-Based Design and Manufacturing
(CBDM) systems. These systems, integral to modern product development and manufac-
turing, require robust cybersecurity measures due to their diverse and internet-enabled
cyber-physical nature. The study proposes a reference architecture that utilises global
cyber information exchange frameworks for dynamic cybersecurity in CBDM systems.
The research particularly focuses on global-scale cybersecurity information exchanges,
highlighting initiatives like TAXII (Trusted Automated eXchange of Indicator Information)

for sharing security event information across organisations.

The study introduces the Distributed Firewall and Active Response (DFAR) architecture, a
cybersecurity reference framework for CBDM systems. DFAR operates within a Trusted
Domain of Administration (TDA), where each cyber entity is a producer and consumer
of cybersecurity information. This architecture aims to dynamically protect networks by
leveraging security event information shared across organisations via TAXIl messages.
The research showcases how DFAR can offer practical, distributed, collaborative, and
automated cybersecurity protection for CBDM systems in conjunction with global cyber
exchanges.

. Clark et al. "Cybersecurity Issues in Robotics" [8]

The paper addresses the overlooked aspect of cybersecurity in robot design and manufac-
turing. The paper aims to identify current and potential cybersecurity threats to robots
at hardware, rmware/OS, and application levels. It discusses economic impacts and
human safety concerns related to cyberattacks on robots. Various robot types, including
eldercare robots, drones, automated vehicles, and manufacturing robots, are examined for
vulnerabilities.

To counter these threats, the paper suggests various countermeasures targeted at differ-
ent layers of robot systems. It recommends security processes for hardware attacks in
production and validation of suppliers. For rmware/OS, it suggests standardising on

a standard operating system and creating a consortium for overseeing platform security.
Application-level countermeasures include emphasising secure coding practices and using
tools to prevent or detect cyberattacks during application execution.

. Kutzler et al. "Boosting Cyber-Physical System Security" [25]

The paper examines the challenges and risks associated with the increasing automation
in businesses and infrastructure, particularly in the context of cybersecurity. The paper
notes that current cybersecurity measures in critical infrastructures, such as network or
intrusion detection systems, are inadequate for fully addressing the security needs of these
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automated systems. There is a lack of comprehensive tools and approaches for assessing
potential threats in designing automated solutions.

The AUTOSEC project developed an advanced Cybersecurity Risk Management Process
Model to address these gaps. Based on the NIST Framework for Improving Critical
Infrastructure Cybersecurity, this model incorporates core and supporting management
functions for cybersecurity risk management. It aims to be user-friendly, compatible
with existing standards, and adaptable to various industrial applications. The model also
considers the unique characteristics of cyber-physical systems, such as context awareness,
dynamic topology, and distributed organizational structure, vital for security.

. Quarta et al. "An Experimental Security Analysis of an Industrial Robot Controll&3][

This study focuses on the security of industrial robot controllers, which is crucial in auto-
mated manufacturing and logistics processes. With these systems' increasing complexity
and interconnection, the paper aims to systematically analyse and evaluate their vulnerabil-
ities to cyber-attacks, a relatively unexplored area despite the signi cant reliance on robots
in various sectors. The paper presents a domain-speci ¢ attacker model to explore how
exploitation of software vulnerabilities in robots can lead to physical consequences. This
approach involves examining the standard architecture of industrial robots and identifying
potential attack vectors. To assess their impact on robot functionality, the study encom-
passes various attacks, such as compromising safety measures and impairing movement
precision.

The research highlights the increasing risk of cyber-attacks on industrial robots due to their
connectivity for programming, maintenance, and integration into broader ICT ecosystems.
The study identi es vulnerabilities that can lead to signi cant safety and operational
disruptions, including weak encryption, inadequate integrity checks, and lack of access
control systems. It emphasises the necessity of securing robot networks and communication
systems against manipulation and proposes a set of countermeasures to mitigate these
risks. The paper concludes that despite existing security measures, further research and
improvements are needed in areas like credentials encryption, attack/failure awareness,
and human factors in robot programming and control.

. Jablonski et al. "A Case Study in the Formal Modeling of Safe and Secure Manufacturing
Automation” [21]

This paper presents a case study applying formal methods to assess safety and security risks
in automated manufacturing systems (AMS). The focus is on exploring and evaluating the
effectiveness of various methodologies for identifying, prioritising, and mitigating risks
associated with AMSs. The study utilises a range of formal methods, including Uni ed
Modeling Language (UML), linear-time propositional temporal logic (LTL), Architecture
Analysis and Design Language (AADL), and fault and attack trees. These methods
are applied to model and analyse the behaviours and properties of AMSs, providing a
foundation for formal veri cation of end-to-end production facilities. The paper also
incorporates an aluminium can AMS case study, dissecting its operations and risk factors.

The analysis includes a detailed description of the AMS, consisting of 12 interconnected
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stations designed for processing materials and producing subcomponents of a nal product.
The study highlights the complexity of orchestrating logical ows between these stations
and the associated safety and security risks. The researchers identi ed potential safety and
security issues within the AMS using formal methods, mainly focusing on the body maker
and its subcomponents. The application of AADL enabled the creation of state-based
behaviour speci cations to de ne data ows within the system, identify errors, and analyse
faults and potential attacks. This comprehensive approach allowed for a structured analysis
of system vulnerabilities, offering insights into fault and attack probabilities and their
impact on the overall safety and security of the AMS.

. Chundhoo et al. "Cybersecurity Risks in Meat Processing Plant and Impacts on Total
Productive Maintenance" [7]

This study aims to identify cybersecurity threats in the Australian meat manufacturing
industry, particularly those affecting loT-based meat processing systems. It focuses on
understanding how these threats impact the overall quality and safety of meat products and
the ef ciency of the production processes. The research involves a case study approach,
focusing on various levels of threats identi ed through threat modelling processes in an loT-
based meat processing system. The study examines the impact of potential cyberattacks on
the system's controls, particularly on processes like small goods tempering (SGT), which
are crucial for maintaining product quality and safety.

Cyberattacks on loT systems adversely affected Overall Equipment Effectiveness (OEE), a
key performance indicator in Total Productive Maintenance (TPM). Variabilities in process
sequences or parameters, such as product temperature due to cyber threats, can lead to
signi cant product quality issues. To mitigate these risks, the paper proposes integrating
cybersecurity as a new pillar in the existing TPM framework. This addition aims to enhance
the resilience and security of I0oT systems in meat processing plants against cyberattacks.
The study also discusses barriers to implementing TPM and the success factors for effective
deployment, emphasising the integration of vulnerability prediction for 10T systems with
monitoring OEE.

. Shah et al."A survey on Classi cation of Cyber-attacks on IoT and lloT devices" [38]

This paper addresses the concerns around the security of Internet of Things (IoT) and
Industrial Internet of Things (1l0T) devices, which have become integral to modern life and
industry. With the integration of these devices in various sectors, particularly in automated
manufacturing under Industry 4.0, they become potential targets for cyber-attacks.

The paper outlines the layered architecture of lloT systems, detailing the components
and potential attacks at each layer. It highlights how the integration of Information
Technology (IT) and Operational Technology (OT) in lloT introduces complex security
vulnerabilities, emphasising the need for robust security measures against a range of
cyber-attacks, including malware, authentication attacks, phishing, SQL injection, DNS
spoo ng, web application attacks, and reverse engineering.

To mitigate these threats, the paper suggests using stronger passwords, updating soft-
ware, creating separate networks, employing more robust encryption, changing default
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settings, enabling multi-factor authentication, generating backups, and utilising virtual
private networks (VPNs). Additionally, it points out the necessity for ongoing research in
standardisation and signi cant data security to cope with the evolving nature of IoT/lloT
and their associated cyber threats.

10. Pu et al. "Security of Industrial Robots: Vulnerabilities, Attacks and Mitigations" [34]
This paper focuses on assessing the security vulnerabilities of industrial robots, which
are critical components in intelligent and automated manufacturing systems. The study
aims to explore and summarise the vulnerabilities, potential cyber-attacks, and existing
security solutions for industrial robots, considering the challenges and dif culties in
enhancing robot security. The research involves a detailed analysis of the vulnerabilities in
industrial robots' control cabinets and rmware modules, comparing their security with
traditional IT systems. It assesses various aspects, including task program vulnerabilities,
communication network weaknesses, and access control system aws. The study also
reviews current security checks and encryption methods in robot communication networks
and control systems.

The study identi es several vulnerabilities in industrial robots, such as weak encryption,
inadequate integrity checks, and lack of access control systems. These vulnerabilities
open up possibilities for various cyber-attacks, including malicious programming, data
manipulation, and unauthorised control. The paper highlights the consequences of such
attacks, like compromising sensitive data and disrupting robot operations, potentially
leading to physical damage due to the cyber-physical nature of these robots.

2.5 Survey

Questionnaire: The purpose of the survey is to learn about the existing state of automated
systems and technologies and their security in Estonia. We have designed an online question-
naireconsisting of 19 questions. Its context is provided in Appendix II.

After inquiring about the demographic information on the organisation size (questions 1 and
2), manufacturing eld (question 3), the respondent's role in the represented organisation (question
4), and information on the organisation's automation level (question 5), the questionnaire focuses
on the automated manufacturing and security concerns.

Automated manufacturing is considered in seven questions. Hence, we are interested in
learning what perspectives are for managing automated manufacturing systems (question 6),
how these systems evolved during the last ve years (question 7), what the main challenges are
in using them (question 8), what information is managed (question 9), for which purpose the
organisations utilise information technology in the automated manufacturing processes (questions
10 and 11), and whether the organisation align to any architecture framewaork for the automated
systems and technology (question 12).

The security concerns are considered in ve questions. The questionnaire inquires about how
security-related topics are handled in organisations (question 13), what regulations and standards
are used (question 14), whether the organisation encounter any security risks or threats (question
15), what countermeasures are applied (question 16), and what personnel training on security is
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conducted in the organisation (question 16).

The last two questions are open-ended. Question 18 encourages the respondents to share
related issues on automated systems and their security, that were not captured in the previous
questions. The nal question inquiries about the possibility of contacting the respondent later for
a potential collaboration.

Survey: The survey was conducted between February 12 and March 31, 2024 in Estonia.
It was promoted through the newsletter and social media platform of the University of Tartu,
Institute of Computer Science, as well as through the AIR&vsletter, social media channels,
and personal social media accounts. The study targeted manufacturing Small and medium-sized
enterprises (SMEs) undergoing digitisation.

The survey saw 90 attempts to participate, with 20 completed submissions. Among these 20,
two companies were classi ed as micro-sized, seven as small, nine as medium-sized enterprises,
and two as other categories (see Fig. 3). Eight out of the 20 participating companies were part of
a larger group or conglomerate.

Figure 3. Organisations' Manufacturing Category

The survey results did not show a clear dominance in the manufacturing sector background of
the respondents. Fig. 3 illustrates that the responses were diverse across different manufacturing
categories. A similar diversity was observed in the respondents’ roles, as shown in Fig. 4.

2.6 Threats to Validity

Several threats to the validity of this study have been identi ed.
Instrument validity : There is a risk that the tools (e.g., questionnaires and data extrac-
tion/summary forms) used in interviews, the systematic literature review and the survey are not

Shttps://aire-edih.eu/en/
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Figure 4. Responder Roles

accurate. It raises questions about whether the received results contribute to the accurate data and
information needed to conclude. The risk here is that any limitations in these instruments could
lead to incomplete or biased data collection, thereby affecting the overall ndings. To mitigate
this risk, we have reviewed the developed instruments within the research team and collected
some feedback from outside contributors. We have done some minor piloting analysis of the
questionnaire used in the survey.

Conclusion validity concerns the reliability of the conclusions drawn from the research data.
This involves inspecting the methods used for data analysis, particularly in interpreting interview
responses and synthesising ndings from the literature. The main threat lies in the subjective
interpretation and accuracy of qualitative data gathered in all three empirical steps. To mitigate
this risk we review and align the collected data from all three empirical steps. Such an alignment
allows for validation and conclusion taking into account different perspectives (interviewees,
literature sources and survey respondents).

Internal validity addresses the causal relationships established within the study. The sys-
tematic literature review examines the linkages between the ndings of different studies. The
interviews pertain to the connections drawn between the interview data and the overarching
research questions. Internal validity is threatened if these linkages are not explicit or empirically
sound. This can lead to incorrect assumptions about cause-and-effect relationships. We mitigate
this risk by reviewing the steps of the empirical research methods and their relationships to the
targeted research methods.

External validity relates to the generalizability of the research ndings. It questions whether
the results from the interviews, the literature review and the survey can be applied to other
contexts or populations. The primary threat is the possibility that the speci city of the chosen
literature and the characteristics of the interviewed companies may limit the applicability of the
conclusions to broader settings or different organisational environments. We consider this threat
rather limited since the sources for the data collection are reviewed carefully and the received
results and ndings will be generalisable to the other contexts.
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3 Context of Automated Systems and Technology

Automated systems and technology can be understood from different perspectives ranging from
industrial robots to automated manufacturing systems. In this section, we de ne automated
systems and technology and recapture different automation levels. The purpose is to explain
what the context of the automated systems and technology is, therefore we present RAMI 4.0
- reference architecture model for Industry 4.0. Next in the chapter we brie y recall a few
challenges that manufacturing organisations could potentially encounter.

3.1 De nition of Automated Systems and Technologies

Historical overview: A comprehensive overview of the evolution of automated system tech-
nologies is presented id]. Automation emerged as a concept in April 1947, coined within the
context of Ford's automotive assembly lind$.[The aim was to leverage technology to enhance
production rates and improve overall productivity in manufacturing. In 1997, automation was
conceptualised as executing functions by machines (e.g., computers) that humans traditionally
performed. This shift in process automation transformed working conditions and the human role
within the industrial sector. Humans transitioned from being direct operators to assuming roles
such as designers, maintenance personnel, or supervisors. In 2016, automation was described as
a system programmed to perform speci ¢ tasks without the capacity for autonomous decision-
making or action modi cation. Such systems operate based on pre-established actions, lacking
the ability to adapt or alter these actions in future contexts. The current technological endeavour
in manufacturing aims to develop production lines that could be adapted to varying products and
production volumes [1].

De nition: After an overview of the historical background of automated systems and tech-
nologies, in Table 4 we present a compilation of de nitions, ranging from industrial robots to
automated manufacturing systems. However, in this report, we adjust the following de nition:

Automated systems and technologies a network of interconnected actuators, such as in-
dustrial robots and computational devices, forming an integrated web of systems that span
design, planning, logistics, manufacturing, warehousing, and sales in the manufacturing
sector. These systems automate functions traditionally performed by humans, enhancing
ef ciency and productivity across various stages of the manufacturing process.

Automated systems and technology can be at different automation levels as de dé&fl ifiHe
automation levels are:

Completely manual- manual work, no tools are used, only the users' muscle power.

Static hand tool - manual work with the support of the static tool(s).

Flexible hand tool - manual work with the support of exible tool.

Automated hand tool - Manual work with the support of automated tool.
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Table 4. Related de nitions

Term Description Source
Industrial They are utilized in intelligent and automated manufactyg4]
robots ing environments. They execute physical tasks (e.g., pick-
ing and placing objects, which are determined through their
interactions with other devices within the manufacturing
systems, facilitated by the manufacturing network).
Cyber- These systems encompass a range of hardware and §28i-
physical ware components, including mechanical actuators, con-
systems trollers, sensors, devices for human interaction, control
(CPSs) logic, rmware, and operating systems.
Embedded | They are integrated within a larger structure, tailored expli@]
computing | itly for dedicated functions. A single system comprises a
systems blend of hardware and software components and mechani-
cal elements. The robots consist of mechanical structures,
sensors, actuators, and computer software that overseg and
control these components.
Cyber- Examples are computational processes, control algorithiizg]
infrastructure| decision systems, and databases, along with physical infras-
elements (in| tructure components (i.e., including physical processes|and
Cyber- elements). These components are interconnected through
physical sensors and actuators. These systems can connect physical
systems) and virtual processes within an intelligent network and pos-
sess the functionality to self-monitor their status and that of
other cyber-physical systems.
Automated | They comprise a series of interconnected stations, ed2h]
Manufactur- | structured to process materials and create subcomponents or
ing System | partially completed nal product components. These com-

ponents are transferred to subsequent areas for additional
processing. The orchestration of logical ows between
these stations necessitates control. This control mechanism
coordinates the functions of the various stations within|the

manufacturing chain via a communication network.

« Static machine/workstation- automatic work by a machine that is designed for a speci c

task.

« Flexible machine/workstation- automatic work by a machine that can be recon gured

for different tasks.

« Completely automatic- Automatic work, the machine solves all deviations or problems

that occur by itself.
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3.2 Reference Architectural Model Industrie 4.0

Reference Architectural Model Industrie 4.0 (RAMI 4.0) is a strategic framework developed as a
part of the Industrie 4.0 initiativel). It is a guiding architecture for the digital transformation
of manufacturing and industrial sectors, pivotal in the fourth industrial revolution era.

Industrie 4.0, originating from a German government initiative, represents a paradigm shift
in the industry, emphasizing integrating digital technologies into manufacturing proca8kes [
The advent of RAMI 4.0 emerged as a necessity to standardize and structure this integration. It
was developed collaboratively by the German Electrical and Electronic Manufacturers' Asso-
ciation (ZVEI), the German Institute for Standardization (DIN), and the VDI/VDE Society for
Measurement and Automatic Control. RAMI 4.0's primary goal is to create a uni ed framework
encompassing all aspects of the industrial value chain, ensuring consistency, interoperability, and
ef cient communication within digitalized industrial environments. RAMI 4.0 is depicted as a
three-dimensional map, which includes axes representing different layers of an industrial system
[22][42][31]. These layers range from physical assets and their integration into networks to the
application of data analytics and business models.

The intent of RAMI 4.0 is to be resilient and easy to expand or link with other manufacturing
architectures. As pe#dp], any level of a manufacturing enterprise can nd a location in this
three-level architecture. Several vital standards in the context of RAMI 4.0 include:

« |IEC 62890for life-cycle status,
* ISO/IEC 62264 for enterprise-control system integration,

* |[EC 61512for batch control.

Other related standards include IEC 62541, IEC 61784, VDMA 24582, IEC 61987, and ISO/IEC
20140 B2). Moreover, RAMI 4.0 is considered an underlying standard through previous research
on reference manufacturing architecturég][[31]. Authors 22] also de ne RAMI 4.0 as a
standardized, layer-based enterprise architecture.

Hierarchy Levels Axis of RAMI 4.0 is derived from the International Electrotechnical
Commission's (IEC) reference architecture for factory design. It categorizes elements of industrial
processes into seven levels:

¢ Product: The product is the outcome of the manufacturing in the industry

« Field Device These are the hardware components, such as sensors and actuators, that
collect the environment values.

» Control Device: Controlling devices such as PLCs and DCs take the readings from sensors
and send the controlling commands to operate the system.

« Station: This is where the user with administrative rights monitors the industrial activity
and takes care of processes and events, e.g., SCADA.

« Work Centers: This provides the data storage, information, and analysis (MES) based on
historical insights.
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Figure 5. RAMI 4.0 Architecture model, adapted from [10]

» Enterprise: The enterprise level (ERP) is followed to manage all information and make
pro table business decisions. It keeps track of production vs. orders and expenses vs.
revenue and manages the manufacturing planning.

« Connected World: The system is connected to the internet to remain connected with the
supply-chain process with external industries.

Life Cycle Value Stream dimension of RAMI 4.0 addresses the product life cycle from its
inception to its disposal, incorporating the idea of a "Type" and "Instance" at every stage. This
aspect emphasizes the importance of considering products and assets in their operational phase
and throughout their existence, including development, manufacturing, use, and decommissioning.
This perspective explains the changing requirements of products and systems as they progress
through their life cycles.

Architecture Layers. RAMI 4.0 comprises six layers designed to provide a comprehensive
view of the industrial system. Each layer serves a speci ¢ function, from the physical elements of
the system (i.e., Asset Layer) to the overarching business objectives and models (i.e., Business
Layer). This layered approach supports the analysis and design of industrial systems, ensuring
that aspects, from hardware to data analytics, are integrated. The layers are:

« Asset Layer. This is the lowest layer, which contains all the physical components, includ-
ing the devices and peripherals.

« Integration Layer: This layer provides the information generated from assets to the upper
layers, enables the command and control of assets to the application and functional layer
and contains the IT elements such as RFID, HMI, and actuators.
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« Communication Layer: This layer is responsible for maintaining the communication
between networks using the standards and protocols and enables the interaction of asset
and Integration layers with the upper layers.

 Information Layer : This layer provides the pre-processing of information for different
events, ensures the integrity and quality of data received from the lower layers and then
presents the structured data to the Functional and Business layers.

« Functional Layer: The functional layer receives the data from the Assets layer and makes
decisions based on data analytics.

» Business Layer This layer covers the enterprise business models, legal frameworks, and
industrial real-time monitoring services using dashboards and user interaction applications.

The RAMI 4.0 levels facilitate the mapping of traditional industrial setups into the digitized
Industry 4.0 paradigm, ensuring each component's role is de ned and integrated within the overall
system.

In the context of this report, we focus on the Asset architecture layer. We extract data from
selected papers (see Section 2.4) as per Hierarchy levels presented in the Asset architecture layer.
After extracting physical assets related to the manufacturing process, we can provide context
regarding information value to other architecture layers.

3.3 Challenges

Organisations, to stay competitive in the market have to deal with numerous challendgy, In [

a few major challenges are brie y reviewed. For instardigital transformation or in other

words integration of technology into the business and manufacturing processes could lead to an
inconsistent experience for users of the organization's applications. Taking a more systematic
approach to digital transformation that considers how each piece of technology is integrated into

the whole process is a challenge for the IT advisory service.

Cloud solutionscould contribute to information security and acced.[ However, they are
created differently and could become a challenging task to integrate the cloud with processes
Wrong implementation could potentially lead to data breacBesnpliance requirementsdiffer
depending on the organisation's size, location, industry vertical, business model, and customers
served. Failure to comply with speci ¢ technology regulations results in nes and penalties that
can cancel manufacturing processes.

Integrations and upgradesare unavoidable in digital transformatic20]. Upgrading and
integrating systems into new technology infrastructure may not always be successful because
application programming interfaces may fail to be compatible with new/old software systems or
take longer to upgrade. The manufacturing industry leveragasmation tools to accelerate
processes, reduce production costs, and increase employee safety. New automation tools affect
operations; employees may take time to learn how to use the latest techn@dggial
intelligence and machine learning(Al/ML) support the functionality of automation tools.
However, nding suitable Al/ML methods for the targeted tasks is challenging.
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Organisations needata managementstrategies to protect their data from unauthorized
access and manipulatio(]. In the event of a data breach, organisations can nd it challenging
to keep the systems running. Implementation of new solutions and technobbgieges the
infrastructure and can have a disruptive effect. These disruptions can cost time and money
as employees struggle to learn how to work with (or around) big changes. Also, managing
infrastructure changes can be a costly and time-consuming process.

Organisations lackxperienced professional$20]. Thus, they either use the outsourced
services or train employees to be competent in managing automation tools, processes, applica-
tions, etc.Managing (i.e., planning, organizing, and implementing) automation initiatives is
challenging. Ineffective project execution may result in budget overruns and extensive delays.

A data breach is a primary threatdata security [20]. It affects the nancial health and
competitive advantage of the organisation. Security threat agents are constantly creating new
strategies to cause harm to businesses. Since different companies follow different information
security requirements, data and information security remains challenging.

3.4 Interview Results

This section provides an overview of the results of the interviews. Interviewees discussed
challenges challenges which are experienced by their organisations with the automated system
and machinery handling, general security strategy, threat awareness and incident response, data
exchange and integrity, employee education and training, compliance and legal awareness, and
technology and innovation. Below we summarise the interview results outcomes.

Automated Systems and Machinery Handling Organisations exhibit varying degrees of
automation in their processes ranging from completely automated to manual processes. Notably,
newer machinery often requires vendor-speci c remote access for troubleshooting, while older
machines frequently operate on outdated software or rmware, acknowledged as a risk due to
investment rationales.

General Security Strategy There exists a correlation between an organisation's size and
its security preparedness. Larger organisations tend to have established security policies and
strategies, whereas smaller or startup companies lack such formal procedures. Security measures,
including software updates, user access rights, and data backups, are established, either managed
in-house or outsourced.

Threat Awareness and Incident ResponseSecurity incidents have been experienced in the
respondents’ organisations. Respondents reported that these led to updated security measures.
However, the focus on security has diminished over time since the incident. The organisation's
size appears to in uence the likelihood of conducting security tests and the level of subsequent
response.

Data Exchange and Integrity. Organisations employ a mix of in-house and cloud-based
data storage solutions, re ecting varied levels of trust in external storage providers. Incidents
have shown that combining in-house and cloud-based storage methods offers recovery options.
Established processes and behaviour patterns hinder plans for cloud migration among larger
companies.

Employee Education and Training The extent and regularity of security training vary
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across organisations. Larger companies have structured training programs in place. However, all
respondents identi ed a gap in security training, emphasising it as a drawback.

Compliance and Legal AwarenessAwareness of GDPR and other speci ¢ security regula-
tions is present but it varies in depth and detail (especially in smaller companies and startups).
This indicates a need to explain compliance with security legislation.

Technology and Innovation Cost considerations and the goal of pro tability in uence
decision-making regarding technology adaption. Preferences for established European vendors
are noted, particularly for local or semi-local support. Negotiations with vendors for best practices,
especially regarding remote access, are common, re ecting an awareness of the importance of
cybersecurity in new technologies.

Figure 6. Automated manufacturing systems' implementation variations

3.5 Survey Results

The ndings from the questionnaire underscore a trend towards integrating various technological
approaches within the manufacturing sector, exhibiting a preference for sourcing solutions from a
single provider. As depicted in Fig. 6, a predominant inclination exists towards the consolidation
of various solution types under the umbrella of a singular corporate entity. This tendency not only
highlights the multifaceted and segmented nature of the manufacturing ecosystem but also re ects
the strategic move towards simpli cation and streamlining of technological infrastructures within
companies. Such a strategy facilitates smoother operations, enhances interoperability among
different technological components, and potentially lowers the complexity and cost of managing
multiple vendors.

Fig. 7 illustrates how respondents see the automation levels in their organisations. It is
worth noting that all responses were between levels 3 and 6, con rming that automation is
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indeed happening across the industry. The majority (7 answers) report that they use static
machines/workstations, which are designed for speci ¢ tasks (Level 5). Automated hand tools
which support manual work (Level 4) are reported by 6 respondents, and 4 respondents indicate
that they use machines that can be recon gured for different tasks (Level 6).

Figure 7. Levels of automation

In parallel, an overwhelming consensus among participants acknowledges the signi cant
transformations within the last ve years (see Fig. 8).

Figure 8. Automated manufacturing systems' alterations over last 5 years

Manufacturing process optimisation across multiple different subsystems is reported as the
most challenging (11 answers) during integration, development and support of the automated
systems and technology (see Fig. 9). This challenge is followed by the need to achieve high-
quality characteristics, manage system security and reliability, balance system ef ciency with
privacy concerns, and ensure data privacy and security during the integration of diverse subsystems
and manufacturers (every 8 answers).
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Figure 9. Challenges of Implementation of Automated Manufacturing Systems

3.6 Discussion

The ndings indicate that manufacturing organisations are keen on transforming their work
practices to automated ones. This transformation results in an evolution and adoption of advanced
solutions, spotlighting the escalating imperative for digitalisation within the sector. This shift
is not merely a response to the demands for increased ef ciency and productivity but also a
proactive approach to embracing the future of manufacturing, marked by a degree of automation,
data integration, and smart manufacturing practices.

The integration of novel solutions brings to the forefront the dif culties associated with
merging diverse technological systems under a uni ed operational framework. These challenges
often pertain to compatibility issues, data silos, and the complexity of managing integrated
systems. The bene ts of such technological integration — ranging from enhanced operational
ef ciency and data analytics capabilities to improved product quality — outweigh the initial
obstacles. This positive outlook reinforces the value proposition of digital transformation in
manufacturing, underscoring the industry's readiness to tackle the challenges for long-term
innovation and competitiveness.
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4 Standards

In this section, we'll explore the range of standards referenced in the reviewed articles, which
shows their complexities and underscores their applicability to the varied use cases of automation
presented. This exploration covers a spectrum from safety protocols in industrial robotics to
cybersecurity frameworks in cloud-based manufacturing systems. Each standard plays a distinct
and critical role in enhancing the robustness and dependability of contemporary automated
systems. The aim of this review is twofold: to provide insightful information and to offer
guidance for future practical applications and research within the eld of industrial automation.
Speci cally, we consider what standards should be followed while using automated systems and
technology.

4.1 Safety and Security Standards for Industrial Robotics and Au-
tomation

In industrial automation and safety, many standards and frameworks play a pivotal role in shaping
automated systems' design, implementation, and operation. These standards, ranging from
safety protocols in industrial robotics to cybersecurity measures in cloud-based manufacturing
systems, are instrumental in ensuring the robustness and reliability of these systems. They
provide structured guidelines and methodologies for maintaining operational ef ciency, safety,
and security in various automation scenarios.

4.1.1 Standards for Industrial Robotics and Automation

The scienti c articles related to safety standards for industrial robotics and automa&d 8]

21, 41, 7] encompass a broad spectrum of automation scenarios, ranging from industrial robotics
to cyber-physical production systems, each relying on distinct standards and frameworks. This
diversity re ects the multifaceted nature of automation in various sectors and underscores the
necessity for a comprehensive understanding of these governing principles.

Safety And Security Standards for Industrial Robotics and Automation were mentioned by
Quarta et. al. 35] and Khalid et.al.23]. ISO TS 15066speci cally addresses collaborative
robot systemd SO 12100deals with general safety principles, a$D 10218 parts 1 and 2
focus on safety requirements speci c to industrial robots. These standards collectively provide
guidelines for the safe design, implementation, and operation of industrial rdB@s8373
de nes what constitutes an industrial robot, emphasising its programmable, multi-purpose nature
and applicability in industrial automation.

Jablonski et al. 21] suggest standards for system architecture and safety in complex systems.
AADL (SAE AS5506Q offers a framework for modelling and analysing complex systems,
particularly focusing on aspects like timing and safety. The others, AADL Behavior Model
Annex (SAE AS5506/2 and AADL Error Model Annex v2 $AE AS5506/1A, annexes provide
additional tools for specifying system behaviours and error handling mechanisms, crucial for
ensuring the reliability and safety of automated systems.
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Urooj et al. B1] and Chundhoo et al.7] directing to general risk management standards
(ISO 31000, which offers principles, guidelines, and a process for managing risks effectively.

While the standards discussed thus far lay a solid foundation for safety and system architec-
ture in industrial automation, an examination reveals a gap in the cybersecurity coverage within
these frameworks. This gap becomes increasingly signi cant in the context of the rapid evolution
of cyber threats and the deeper integration of automation systems with information and communi-
cation technologies. Despite the robust frameworks for physical safety and operational ef ciency,
the current standards landscape exhibits limitations in adequately addressing the multifaceted
challenges posed by cybersecurity threats to automated manufacturing systems.

This realisation underscores the necessity of augmenting our understanding of cybersecurity
by drawing on established knowledge and practices from IT systems. The ensuing chapter aims
to bridge this gap, introducing standards and regulations from the IT sector that can be effectively
applied to enhance the cybersecurity posture of automated manufacturing systems. By integrating
these insights, we aim to provide a more holistic approach to securing automated environments
against emerging cyber risks, ensuring the resilience and reliability of these critical systems in
the face of evolving threats.

4.1.2 Cybersecurity Convergence: From IT Infrastructure to Industrial Automa-
tion

In addressing cybersecurity within automated manufacturing systems, it is imperative to acknowl-
edge the foundational principle that security cannot be de nitively guaranteed; rather, the focus
must be on identifying vulnerabilities and the absence of security measures. This sets the stage
for the critical role of security controls, which encompass an array of managerial, operational,
and technical strategies designed to protect the system's con dentiality, integrity, and availability.
These controls are implemented through a combination of policies, procedures, and technical
measures, both manual and automated, to reduce potential risks.

Central to the cybersecurity framework are standards that aim to ensure interoperability,
compliance with national and international regulations, and a set of minimum requirements
to ensure the security of systems in terms of availability, con dentiality and integrity. Also,
cybersecurity baselined€ factostandards), formulated from best practices, provide organisations
with guidelines for implementing security measures and conducting risk analysis. Examples such
as:

ISO/IEC 27000 Family - Information security, cybersecurity and privacy protectiv [

NIST Cybersecurity Framework [32]

CIS Critical Security Controls [6]

E-ITS, Estonian Information Security Standard [37] in which one of the ten modules,
the IND module, deals separately with industrial automation

Microsoft Security Baselines[30] main focus is on Microsoft products and services.
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Standards establish a common language and practices for effectively managing cybersecurity
risks. Ensuring compliance with established standards and regulations involves a multifaceted
approach, including audits, certi cations, and self-evaluations.

Kutzler et al. R5] suggest additionally thEramework for Improving Critical Infrastruc-
ture Cybersecurity by NIST, which guides the development of robust cybersecurity strategies,
particularly relevant for protecting critical infrastructure systems, including manufacturing ones.

But also, the standards and framewofKsXll (Trusted Automated eXchange of Indicator
Information ), STIX (structured threat information expression) &byBEX (Cybersecurity
information EXchange framework) referenced by Schaefer et al. [27] are vital for cybersecurity
information sharing and collaboration, helping organisations to better defend against and respond
to cyber threats.

Among the pivotal standards critical to fortifying cybersecurity in industrial automation
systems, théSA/IEC 62443 [18] series stands out for its focus on Industrial Control Systems
security. Developed to address the unigue challenges faced by sectors such as energy, manufac-
turing, and transportation, IEC 62443 provides a framework for securing industrial automation
and control systems. It outlines a structured approach to cybersecurity, covering aspects from
risk assessment and system design to implementation and maintenance, thereby ensuring the
resilience of these systems against cyber threats.

In addition to the technical and operational standards essential for securing industrial au-
tomation systems, regulatory frameworks play a crucial role in shaping cybersecurity practices.
Among these, th&eneral Data Protection Regulation (GDPR)13] of the European Union
stands as a paramount legal framework, emphasising the importance of personal data protection.
GDPR imposes requirements on data processing activities, ensuring the privacy and security of
personal data across various sectors, including manufacturing.

For automated manufacturing systems that collect, process, or store personal data, compliance
with GDPR is not just a legal obligation but also a component of cybersecurity hygiene. It
underscores the necessity for data protection measures, such as data minimisation, encryption, and
timely breach noti cation, aligning with the broader objectives of cybersecurity to protect system
integrity and con dentiality. The intersection of GDPR with industrial cybersecurity standards
like IEC 62443 demonstrates the multifaceted nature of securing modern automated systems,
where ensuring data privacy becomes integral to the overarching cybersecurity framework.

4.2 Survey Results

Fig. 10 presents what security, privacy or safety-related legislation, regulations and/or standards
affect the automated manufacturing systems used in the respondents' organisations. The most
frequently indicated are the General Data Protection Regulation, GDPR (9 answers) recognised
across Europe and Estonid&skuandmete kaitse sead{Estonia's Personal Data Protection Act),

IKS (10 answers)Klberturvalisuse seady€yber Security Act) KUTS and Estonian Information
Security Standard (E-ITS) take the third place (both with 4 answers).
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Figure 10. Security, Privacy or Safety-Related Legislation, Regulations and/or Standards
that Affected Automated Manufacturing System

4.3 Discussion

Security, privacy or safety-related legislation, regulations and/or standards potentially can in-
troduce organisations to the best practices for automated systems and technology engineering,
management and maintenance. The standards can guide organisations with security policies, risk
management approaches and mitigation strategies. However, the survey results regarding the
respondents’ legal awareness revealed a concentrated focus on personal data protection norms,
such as the General Data Protection Regulation (GDPR) recognised across Europe and Estonia's
Isikuandmete kaitse sead(IKS). This narrow scope of legislative familiarity underscores a
knowledge gap, a lack of understanding and experience with broader legal frameworks that
govern the digital and cybersecurity landscapes.

This nding is particularly concerning in an era where digital operations are tied to various
regulatory requirements beyond personal data protection. Such regulations range from industry-
speci ¢c compliance standards to international cybersecurity protocols, which play critical roles in
safeguarding the interests of businesses and their stakeholders.
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5 Asset of Automated Systems and Technology

In this chapter, we present the results of interviews, a literature review and a survey regarding
the assets of automated systems and technology. We recall that assets can be grouped into
business assets (e.g., data, information and services) and system assets (system components
or their combinations supporting business assets). Security objective is de ned using security
criteria (i.e., con dentiality, integrity and availability) as a constraint on the business assets. In
this chapter, we consider what protected assets are in automated systems and technology.

5.1 Interviews Results

In this section, we present the interviewees' perspectives on how the automated systems and
technology used in their organisations could be explained with the dimensions of the RAMI 4.0
framework. The results are summarised in Table 5, where the assets are linked to the RAMI 4.0
Asset architecture layer. It is worth noting that interviews were conducted before the structured
literature review and, therefore, do not have a speci ¢ granularity of detail. But they present a
high-level overview of assets per interviewees' organisations in the manufacturing process.

It should be noted that the fth interviewee represents a start-up company with outsourced
production capabilities. The Enterprise and Connected World assets are of primary importance
for this entity, as they are integral to daily operations. Regarding the other interviewees, a similar
emphasis was placed on the Enterprise and Connected World levels, but attention was also given
to lower-level assets. In all instances, the device manufacturers typically managed protection
at the Field Device and Control Device levels due to vendor lock-in, which included speci ed
access rights or requirements for on-site equipment troubleshooting.

Table 5. Mapping of interview results to RAMI 4.0 Asset dimension; "+* refers to
mentioning assets

product (1o, SOl staion SOl Enterrize S0l
Interviewee 1 - + + + + + +
Interviewee 2 - + + + + + +
Interviewee 3 - + + + + + +
Interviewee 4 - + + + + + +
Interviewee 5 - - - - - + +

5.2 Literature Review Findings

In this section, we summarise the ndings of the literature review regarding the system and
business assets. Similar to the previous section, rstly, Table 6 illustrates the mapping of system
assets identi ed in the literature to the Asset dimension of the RAMI 4.0 framework.
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Table 6. Mapping of system assets from literature to RAMI 4.0 Asset dimension. "+*
refers to mentioning assets

N Field Control . Control . Connected
Publication Product device  device Station Centers Enterprise World
Khalid et al. (2021) - + + + - - -
[23]

Urooj et al. (2022) - + + + + - +
[41]

Thames et al. - + - - + + -
(2014) [27]

Clark et al. (2017) - + - + - - -
[8]

Kutzler et al. - + - + + - -
(2021) [25]

Quartaet al. (2017) - + + + - + +
[35]

Jablonski et al. - + - + - - -
(2021) [21]

Chundhoo et al. - + - - - + -
(2021) [7]

Shahet al. (2020) - + + + + + -
[38]

Pu et al. (2023) - + + + - - -
[34]

Product encompasses the nal output of manufacturing processes, such as consumer goods
or industrial products, central to the company's revenue and market positioning. These products
de ne the brand identity and are key to customer satisfaction.

Field deviceincludes essential tools like robots, sensors, and actuators, crucial for precision
and ef ciency in manufacturing operations. These devices impact product quality, production
speed, and adaptability to manufacturing tasks.

Control devices(e.qg., programmable logic controllers (PLCs), remoter terminal units (RTUS),
and distributed control systems (DCS)) are fundamental for automating manufacturing processes,
ensuring consistency, and managing real-time data for operational decision-making.

Stationsoversee and control speci ¢ manufacturing processes using workstations and opera-
tor interfaces ensuring the execution and monitoring of production activities.

Work centers comprises the technological backbone of an organization, including com-
puters, servers, and collaboration software, which support activities like design, planning, and
administrative tasks.

Enterprise: (e.g., ERP systems, cloud computing solutions, and business analytics tools)
support strategic decision-making and resource allocation.
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Table 7. RAMI 4.0 Asset layer assets

Hierarchy System assets Business assets
levels
Product - -
Field devices| Robots, Actuators, Sensors, MoProduction data, operational conditions
tors, Transmitters, Embedded dedata, environmental factor data, qual-
vices, Physical manufacturingity control data, operational data, visual
machines, Cameras, 3D Printersdata.
Control Programmable Logic Con-Production data, operational conditions
device troller(PLC), Remote Terminal data, quality control data, automated
Unit(RTU), Distributed Controll decision-making process.
System(DCS), Gateways.
Station Workstation (Digital Control| Operational data, operational processes,
Unit), SCADA/SCADA Masters| operational services.
Operators, Operator Stations.
Work Cen-| Of ce Products, Collaboration Application data, the application pro-
ters software, IT Hosts, Computerscess, application services.
Servers, Data centres, Mail and
Web services.
Enterprise Enterprise resource planning sysBusiness process, operational resource
tems (ERP), Total productive planning, supply chain process, busi-
maintenance systems (TPM)ness application data.
Vendors, Partners, Business ap-

plications, Data analytics, Cloud

computing.
Connected | Internal network, Robot Net-Business application data, operational
world work, Industrial demilitarized data, services and processes.

zone (DMZ), public internet.

Connected worldinvolves the network infrastructure, including internal and external com-
munication networks. It helps integrate various business processes.

Mapping system assets to business assets in the context of RAMI 4.0 involves understanding
the intrinsic business value these assets bring to an organisation. The considered papers do not
explicitly highlight the security need (in terms of con dentiality, integrity or availability of the
business assets). Hence we assume that all three criteria are important and depend on the speci c
security risks (we will consider several examples in Chapters 8 and 9). Table 7 summarises AST
assets (system and business assets), classi es these assets, and illustrates the basic functional
areas of each layer.
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5.3 Survey Results

Survey results underscore a shift towards data-driven decision-making within manufacturing
processes. Fig. 11 presents a spectrum of responses, illustrating that most enterprises now actively
gather various data from their production operations. Moreover, Fig. 12 highlights the primary
applications of IT systems in manufacturing, with data storage emerging as the predominant
use (17 answers). This is followed by the management of the sales process (11 answers) and
enterprise resource planning (ERP) (12 answers).

Figure 11. Data utilised in Automated manufacturing systems

5.4 Discussion

Adapting data-driven strategies yields main benedsgtending process optimisation and
reduced operational costs The prioritisation of data storage underscores the roliatd as
a foundational assetn the digital transformation. Data storage solutions enable enterprises to
securely store, manage, and retrieve vast amounts of data, serving as the backbone for other data-
driven activities. The role of sales process management re ecigip@ertance of integrating
customer data and interactions into the manufacturing strategy ensuring that production
aligns with market demand and customer expectations. Utilising ERP systems signi es the
comprehensive approach to integrating core business processéilitating real-time data ow
across departments, enhancing operational visibility, and improving decision-making ef ciency.
The advantages include enhanced product quality, predictive maintenance, which minimises
downtime by anticipating equipment failures before they occur, contribute to supply chain
management through forecasting and inventory control and customer satisfaction by tailoring
products to speci ¢ needs and preferences. Data utilisation underlines the strategic shift in
manufacturing towards intelligent, ef cient, and customer-centric operations.
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Figure 12. IT System usage purposes in Automated manufacturing systems

The ndings show the evolving landscape of manufacturing, widate-driven decisionsand
IT integration are becoming central to operational strategies. By harnessing data, manufacturers
are not only optimising their immediate processes, they also position themselves for sustained
innovation, competitiveness, and growth in an digital and customer-focused market environment.
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6 Security Risks to Automated Systems and Technology

In this chapter, we report on the security threats and risks observed in the literature review and
the survey. We recall that a security risk is a combination of the threat exploiting one or more
vulnerabilities, leading to a negative impact on the system and business assets. In this chapter, we
analyse the security risks of automated systems and technology.

6.1 Situation in Estonian Cyberspace

Throughout 2023, geopolitical tensions signi cantly impacted Estonian cyberspace, as stated in
the annual Cyber Security assessm@&#@}.[In November, the con ict between Israel and Hamas
extended its effects to Estonia with cyberattacks targeting the district heating network.

A notable cyberattack in late November 2023 disrupted a district heating company, affecting
the control systems of eight boiler units. Although these units were switched to manual operation
to maintain heat generation and distribution, the damage to the equipment was severe enough
to necessitate replacements. Similar cyberattacks targeted at least two Estonian entities, one in
the water supply and the other in the construction industry. The attacks aimed not at Estonian
companies or institutions but at programmable logic controllers (PLCs) manufactured in Israel,
regardless of their geographic location. This pattern was also observed in the United States,
particularly affecting water utilities. The attackers, claiming to have an Iranian background, stated
that these actions were in retaliation to the Israel-Hamas con ict. This series of events highlights
how global geopolitical tensions and military con icts can precipitate cyberattacks in distant
countries like Estonia.

The cyber landscape in Estonia saw increased activity due to the ongoing con ict in Ukraine,
with Denial of Service (DDoS) attacks quadrupling. This surge in cyber aggression peaked the
already high levels of activity observed in 2022, setting a new record with 484 denial-of-service
attacks recorded last year—60% more than the previous year. In just one month, the frequency of
DDoS attacks surpassed the annual total observed before the escalation of hostilities in Ukraine.
Of these, 139 attacks, constituting less than a third, were deemed impactful, typically causing brief
downtime or reduced responsiveness for websites and services. However, in September, some
instances, such as the attacks on Ridango a company managing ticket sales for the stateowned
train service Elron had more severe consequences, disrupting online and onboard ticket purchases
for nearly a day.

These cyberattacks became increasingly sophisticated and focused throughout the 2023, with
attackers spending more time preparing and concentrating on speci ¢ targets to ensure noticeable
disruption. The pattern often involved two stages: an initial short attack to gauge the target's
defences and a more prolonged and intense attack if the rst was successful. These DDoS
attacks were frequently correlated with Estonia's support for Ukraine or the announcement of
new sanctions against Russia, indicating a political motive behind the cyber aggression. This
trend of politically motivated attacks continues to be a concern.
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6.2 Literature Review Findings

Literature analysis results in 43 security threats. The extracted results are presented in Tables 8
and 9 and summarised in Fig. 13. The majority (19) of the threats are identi ed as tampering
threats, 15 threats — the elevation of privilege, 4 threats — information disclosure, 4 — denial of
service, and 1 — spoo ng. We did not identify any repudiation threat in the considered literature.

Figure 13. Security Threats Identi ed in Literature Review

Each security threat is elaborated to security risks (see Appendix Ill). Hence, the appendix
presents the attack method, threat, vulnerability, and impact. As de netiljn 29|, the
combination of these components de nes the security risk to the system and business assets.
Below, we present a few examples of the security scenarios.

Spoo ng: IP Address Spoo ng38]: In this scenario, the threat comes from the ability to
disguise malicious traf ¢ as legitimate by altering the source IP address in data packets. This can
bypass security measures relying on IP addresses for authentication or launch attacks against other
targets, making it appear that the traf c originates from a trusted source. The key vulnerability
lies in the network'’s inability to authenticate and validate the true origin of a packet. The impact
of IP spoo ng can be signi cant, ranging from unauthorised network access and data breaches
to being implicated in attacks against third parties. Mitigating this risk involves implementing
strong network security measures like packet Itering and intrusion detection systems, employing
anti-spoo ng techniques at the network perimeter, and consistently monitoring network traf c for
suspicious activities.

Tampering: Code Manipulation 23][8][38]: In this scenario, the attacker's goal is to
manipulate the code to create a backdoor for future access, disrupt critical systems' functionality,
or ex- Itrate sensitive data. The lack of robust security practices in the software development
lifecycle, such as thorough code reviews and automated security testing, creates a vulnerability
the attacker can exploit. The impact of such an attack can be far-reaching, affecting not just
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Table 8. Security threat classi cation to STRIDE Taxonomy (1)

Article Spoo ng Tampering Repudiation
Khalid et al.| — Code Manipulation, Malware in-—
(2021) [23] fection, Network Worm In Itration,

Virus Infection, Life-cycle Implantg
of Backdoors, Eavesdropping, Hard-
ware Backdoor Implementation.
Clark et al.| - Code Manipulation, Malware infec-—
(2017) [8] tion, Virus Infection, Life-cycle Im-
plants of Backdoors, Eavesdropping,
Hardware Backdoor Implementation,
Fault Injection, Unauthorized Hard-
ware Modi cation, Buffer Over ow

Exploit.
Kutzler et al.| — Code Manipulation. -
(2021) [25]
Quarta et al.| — Fault Injection. -
(2017) [35]
Jablonskiet al.| — Physical Tampering with Sensorsr
(2021) [21] Unauthorized Con guration Altert
ation, Unauthorized Access to Human
Machine Interfaces.
Chundhocet al.| — Physical and Digital Tampering. -
(2021) [7]
Shah et al.|IP Address| Malware infection, Eavesdropping—
(2020) [38] Spoo ng. Data Manipulation, SQL Injection,
DNS Poisoning.
Puet al. (2023) | — Malware infection, Data Manipula-—
[34] tion, Operation manipulation.

the integrity of the software but also signi cant operational and reputation damages to the
organisation.

Information disclosure: Network Snif ng [38]): In this scenario, the threat involves the
unauthorised capture and analysis of network traf c. This is particularly effective against
networks that transmit data in unencrypted formats or have weak security con gurations. The key
vulnerability lies in not securing the data in transit and the lack of robust network surveillance
mechanisms. The impact of network snif ng can be signi cant as it may lead to the compromise
of sensitive information, which can be used for further malicious activities.

Denial of service Flooding(Denial of Service)23][38] [34]: In this scenario, the attack
aims to compromise the availability aspect of cybersecurity. Unlike other attacks that steal
or corrupt data, ooding attacks are primarily about overwhelming system resources to cause
service disruptions. Vulnerabilities in this context often involve inadequate preparedness for
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Table 9. Security threat classi cation to STRIDE Taxonomy (2)

Article Information dis- | Denial of service | Elevation of privilege
closure

Khalid et al.| Eavesdropping. | Flooding (Denial of| Physical destruction of IT In

(2021) [23] Service). frastructure.

Clark et al.| Eavesdropping. | — -

(2017) [8]

Quarta et al.| — - Physical destruction of IT In

(2017) [35] frastructure, Micro Defects
Injection, Disabling or Al-
tering Safety Devices, Unau-
thorized access to Systems
and Data, Exploitation of Re
mote Network Vulnerabilities),
Insider-Enabled Network At
tack (Local access).

Jablonskiet al.| — - Physical destruction of IT

(2021) [21] Infrastructure, Theft ang
Cloning of Access Badges
Command Injection.

Chundhocet al.| Man-in-the- SYN Flooding, Bar{ Sleep deprivation.

(2021) [7] Middle Attack. rage attack (combi-
nation of multiple
attack vectors).
Shah et al.| Network Snif ng, | Flooding (Denial of| Reverse Engineering of Soft-
(2020) [38] Eavesdropping, | Service). ware or Hardware, Brutg
Man-in-the- force attack, Replay attac
Middle  Attack, Phishing, Password attack.
Side Channe
attack.

A%

K

Puet al. (2023)
[34]

Flooding (Denial

of Service), Rang

somware infection.

sudden spikes in network traf ¢, such as not having the scalable infrastructure or advanced threat
detection and mitigation tools. The impact is signi cant, especially for businesses that rely heavily
on online presence and services, as it directly affects their ability to operate and maintain customer
trust. Addressing these risks requires a strategic combination of robust network architecture,
real-time monitoring tools, and contingency planning for traf c overload scenarios.
Elevation of privilege: Physical destruction of IT Infrastructur@3[35][21]): In this

scenario, the attack is characterised by physical actions that directly damage or destroy IT
assets. This type of threat is often overlooked in cybersecurity planning, which tends to focus
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more on digital threats. However, physical security is a critical aspect of overall IT security.
Vulnerabilities typically stem from inadequate protective measures, such as insuf cient physical
barriers, surveillance, or access restrictions to sensitive areas. The impact of such an attack can
be severe and immediate, affecting not only the hardware but also the data and services that rely
on that hardware. Effective management of this risk involves robust physical security measures
and comprehensive disaster recovery and business continuity planning to minimise the impact
and ensure quick recovery in the event of such incidents.

6.3 Survey Results

In the survey, we considered whether there are any security risks that organisations experienced.
It reports on 32 cases (see Fig. 14), where the most frequent is the Phishing attack followed by
the virus and other threats.

Figure 14. Security Threats as Indicated by Respondents

6.4 Discussion

In this chapter, we illustrate that security threats can be observed in different components of
automated systems and technology. A good tool to guide such an analysis is the reference or
architecture framework (e.g., RAMI 4.0), which suggests the potential system asset components
and functional units. Another guidance can be provided by the information processing functions
(i.e., capturing, transmitting, storing, retrieving, manipulating and displaying information). These
functions represent the data and information processing perimeter, where the business assets (i.e.,
data and information) potentially change their form and state, and thus, are vulnerable and can be
exploited by security threats.

It is important not only to identify the symptoms of the security threats. The organisations
have to explore why the threat was possible (what the system vulnerabilities are), how the risk
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constituted itself (what the attack method steps) and how it impacts the system (how it harms the
system, business assets and negates security criteria).

The Study highlights an increasing trend among companies experiencing various cyber inci-
dents, with most respondents identifying phishing attacks as a prevalent issue. Instances of virus
or malware infections closely follow this. As organisations rely on IT systems and manufacturing
processes become interconnected, the likelihood of facing a security event escalates.

The reliance on digital technologies and networked operations introduces vulnerabilities
that cyber attackers exploit, emphasising the critical need for security countermeasures. The
prevalence of phishing attacks underscores the importance of continuous employee training and
awareness programs, as these threats target individuals through deceptive emails or fnessages

4Find out more https://cyberphish.eu/learn
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7 Security Countermeasures in Automated Systems and
Technology

In this chapter, we present the security countermeasures found in the considered literature and
survey. We recall that security risk treatment decisions include risk retention (i.e., the decision
not to become involved with or to withdraw from a risk), risk transfer (i.e., the decision to share
the burden of loss from a risk), risk avoidance (i.e., the decision not to become involved with
or to withdraw from a risk), and risk reductions (i.e., actions to lessen the probability, negative
consequence, or both associated with a risk). The latter decision results in the elicitation of
security requirements and the implementation of security controls to mitigate the identi ed risks.
In this chapter, we present security requirements and controls to mitigate the security risks of
automated systems and technology.

7.1 Literature Review Findings

Building on the foundation laid by the STRIDE framework for threat identi cation and classi ca-
tion, we further employ STRIDE to guide the development of targeted countermeasures. These
countermeasures are designed to address and neutralise the identi ed threats, ensuring a defence
mechanism tailored to the speci ¢ security requirements. The strategies of risk reduction may
vary depending on the type, speci cs, complexity and domain of the automated systems and
technology.

The threat-driven requirements elicitation approach supports security requirements categorisa-
tion into three groups — preventivB)( detective D) and corrective€). We annotate the elicited
security requirements with P, D and C attributes. In the security requirements, the term “system”
refers to the automated systems and technology (and their components).

In Table 10, the requirement and control to mitigate spoo ng attack is presented. In considered
literature, we observe one control, but potentially we acknowledge that other countermeasures
(e.g., biometric authentication, credentials management policy, etc.) could potentially be alterna-
tives for the multi-factor authentication. Fig. 18 presents a dependency among the information
processing functions (i.e., information transmission), IP address spoo ng and its countermeasure.

Table 10. Security Requirements [3] [4] and Controls to Mitigate Spoo ng Risks

Security Requirements Security Controls
SS1.R1 The system should authenticate user (P) Multi-factor authentication [34]

Table 11 presents security countermeasures to mitigate tampering risks. The majority of
security requirements requirement suggests the preventive security strategies (except for require-
ment ST3.R1 which implies the corrective security strategy). The identi ed security controls are
encryption protocols for communication, hardware inspection, command whitelisting, utilisation
of private networks and secure coding practices.

Countermeasures for mitigating information disclosure risks are listed in Table 12. Here, the
majority of the strategies (except for the requirement SID2.R.2) focus on detective strategies.
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Table 11. Security Requirements [3] [4] and Controls to Mitigate Tampering Risks

Security Requirements

Security Controls

ST1.R1 The system should use secure protocols for the provisio
of credentials (P).

ST1.R2 The system should communicate with data storage Vv
channel protected by encryption protocol (P).

niggcryption protocolg
for communication §],
id34]

ST2.R1 The system components should follow quality policy (P
ST2.R2 The organization should control physical access to trans
sion channels within organizational facilities (P).

.Hardware

gt

Inspection

ST3.R1 The system should conduct input data validation (C).
ST3.R2 The system should de ne limitations to the user-provid
data input (P).
ST3.R3 The system interfaces should hide sensitive data du
external communications (P).

ST3.R4 The system should allow income traf c communicatio
from the authorized sources (P).

Command whitelisting

ed1]
ring

ns

ST4.R1 The system should authenticate the device before esta
ing the connection (P).

ST4.R2 The system should ensure the con dentiality of transmit
information (P).
ST4.R3 The system should follow the wireless capabilities polig

(P).

plidtiisation of virtual
private networks [34]
ted

ies

ST5.R1 The organization security personnel should conduct st
code analysis before the system launch (P).
ST5.R2 The organization security personnel should conduct dyna

aBecure coding prag
tices [8]
imic

program analysis for the launched system (P).

I

Literature suggests applying payload detection solutions, anomaly detection alarms, and protocol

health monitoring.

Table 12. Security Requirement [4] and Controls to Mitigate Information Disclosure

Risks

Security Requirements

Security Controls

SID1.R1 The security personnel should analyse system logs ac
ing to the log management policy (D).

cérdyload Detection Sd
lutions [8]

SID2.RL The system should identify unauthorised connection
the network (D).

sAmomaly  detection

alarm [41]

data (D).

SID3.R1: The system should verify the integrity of the transmitt

SID3.R2 The system should protect the entire web sessions (P).

eBrotocol health moni
toring [41]
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To mitigate denial of service risk, preventive, detective and corrective security strategies can
be applied as illustrated by the security requirements in Table 13. Hence the literature suggests
the application of intrusion detection systems, numbering of the data packages over a short time,
regular updates and patches, comparison of initiated and established TCP connections, traf c

management and limitations, and regular backup generations.

Table 13. Security Requiremen® [4] and Controls to Mitigate Denial of Service Risks

Security Requirements

Security Controls

SDS1.R1 The system should detect compromising the system bo
aries (D).

uldrusion detection sys
tem [38]

SDS2.R1 The system should follow data management policy (G

).Number of data pack
ets over short time
scale [38]

SDS3.R1 The system should follow the policy of external syste
quality (P).

SDS3.R2 The system should remain integral after software upd
(P).

SDS3.R3 The system should execute only authorized programs

ImRegular updates/patc
ing [41], [38], [34]
ates

(P).

-

SDS4.R1 The system should have a backup channel for commu
tion (C).

niCopmpare initiated ang
established TCP cor
nections [38]

I

SDS6.R4 The system should conduct action logging on the sys
components (D).

SDS6.R5 The system should maintain timestamps consisteng
logs on system components (P).

SDS5.R1 The system should use a channel protected by encryptitnaf c  management
protocol for remote managing (P). and limitations f1],
SDS5.R2 The system should balance incoming network traf ¢ (C)[38]

SDS6.R1 The system should use backups for recovering organiRaegular backups gene
tional information (P). ation [34]

SDS6.R2 The organisation should ensure data backups protection

(P).

SDS6.R3 The system should have central log management control

(D).

tem

y of

=

Table 14 lists the countermeasures to mitigate the elevation of privilege risks. The literature
recommends two security controls: user screening and user access management. These security
controls are achieved by implementing security requirements that mostly include preventive
security strategies, except for requirements SEP1.R2 (corrective strategy) and SEP2.R4 (detective

strategy).

The identi ed security countermeasures, after their implementations, became a part of the
autonomous systems and technology. This means they become the system assets that support the
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Table 14. Security Requirement [4] and Controls to Mitigate Elevation of Privilege
Risks

Security Requirements Security Controls
SEP1.R1 The organization should follow user management polidyser screening [38]
(P).

SEP1.R2 The system should separate different user roles (C).
SEP1.R3 The system should authenticate data storage users (P).
SEP1.R4 The system should protect displayed on the mobile device
sensitive data (P).
SEP1.R5 The system shall guide users to set particular con guration
settings on the mobile devices used for interaction with the system
(P).
SEP2.R1 The system should implement an access control mecblaer access manage-
nism (P). ment [38]
SEP2.R2 The system should authorize access for data storage users

(P).
SEP2.R3 The system should store user credentials securely (P).
SEP2.R4 The system should log access attempts to its interfaces

(D).

corresponding business assets. The organisation should continuously monitor their security level,
and thus potentially identify and assess security risks of the added countermeasures.

7.2 Survey Results

The survey insights on countermeasures against security threats highlight a blend of strategies
companies employ to secure their assets. As illustrated in Fig. 15, organisations use automated
security solutions (10 answers), and cybersecurity is a responsibility of the IT department (10
answers). Employees participate in training and awareness programs (12 answers). The latter
is also conrmed in Fig. 16, where online training courses and resources (8 answers) are
used, regular cybersecurity training sessions for the employees (7 answers) are organised, and
specialised training for IT and security staff (6 answers) are arranged. However, results also show
that formal cybersecurity training is not provided in some organisations (8 answers).

The most popular controls to mitigate security incidents include regular software updates
and patch management (15 answers), rewalls and intrusion detection/ prevention systems (14
answers), limitation of user privileges and access control (13 answers), and antivirus and anti-
malware solutions (13 answers).

7.3 Discussion

Security risk treatment activities contribute to the prevention, detection and correction strategies
to mitigate security risks. The rst step, the organisation need to take, is the security treatment
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Figure 15. Security-related Topics Handled Within Organisations

Figure 16. Training on Security in Organisations

decision. This includes risk retention, risk transfer, risk avoidance or risk reduction. The later
decision contributes to the re nement of the security strategies to the security requirements
and implementation of the security risks. In this chapter we highlighter security requirements
and what security controls implement these requirements. In Figures 18—-22 we explicit the
dependency among the information processing function (system assets), security risks and threats
and security countermeasures. These examples could potentially be considered as the checklist
for de ning security risk mitigation strategies.

The survey insights into countermeasures against security threats highlight a blend of strate-
gies companies employ to safeguard their assets. An array of security measures has been
integrated into the routine policies of organisations, underscoring the multifaceted approach nec-
essary to combat cyber risks. Practices such as ensuring that IT systems are consistently updated
to the latest versions and the implementation of user access controls are foundational actions
mandatory across all sectors. These measures are pivotal for improving an organisation's security
and mitigating vulnerabilities that cyber threats could exploit. In addition to these technical safe-
guards, the survey results emphasise the role of ongoing cybersecurity education for employees.
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Figure 17. Countermeasures to Mitigate Security Events

Given the dynamic nature of the digital landscape, where technological advancements and threats
evolve hand in hand, the importance of keeping the workforce informed and alert cannot be
overstated. Regular training sessions create a culture of awareness, equipping employees with the
knowledge to recognise and respond to potential security incidents effectively. This proactive
approach to cybersecurity education is vital in addressing the increasing sophistication of targeted
attacks, which often exploit human factors.

Figure 18. Dependency Among the Information Processing Function (System Assets),
Spoo ng Threat and Security Countermeasure
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Figure 19. Dependency Among the Information Processing Functions (System Assets),
Tampering Threats and Security Countermeasure
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Figure 20. Dependency Among the Information Processing Functions (System Assets),
Information Disclosure Threats and Security Countermeasure

Figure 21. Dependency Among the Information Processing Functions (System Assets),
Denial of Service Threats and Security Countermeasure
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Figure 22. Dependency Among the Information Processing Functions (System Assets),
Elevation of Privilege Threats and Security Countermeasure
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8 Insider Security Risks in the Manufacturing Order
Processing

This chapter recaptures a case stugf] from a medium-sized manufacturing enterprise em-
ploying approximately 80 people. The enterprise specialises in the precision CNC-machining
(computer numerical control; i.e., highly automated machining tool, using programs generated in
CAD - computer-aided design — or CAM — computer-aided manufacturing — tools) of complex
metallic components for electric and motor devices. In this section, we illustrate how the ISSRM
approach, presented in Chapter 2.1, could potentially carried out. Speci cally, we focus on
processes related to insider security threats. To support the analysis, the case scenarios are
expressed using the business process model and notation (BPMN)

8.1 Context Analysis

A scenario highlights the processes associated with receiving and ful lling orders, with a particular
emphasis on enhancing security measures. The main process of CNC machining order execution
is presented in Fig. 23, and the production execution subprocess is illustrated in Fig. 24. The
organisation utilises an enterprise resource planning (ERP) system to manage the lifecycle of
orders, handling incoming, ongoing, and completed orders. Personnel (e.g., managerial staff and
factory workers) across various levels perform data entry into the system. The manufacturing
process data is stored on local servers. The storage system is devoid of any form of monitoring
for reasons that remain unidenti ed.

The company has implemented a chip-based system for monitoring employee attendance
to augment managerial oversight. This system furnishes management with insights regarding
employee attendance patterns. The company also keeps track of incoming material. However,
wasted material and failed products are not monitored once disposed of.

8.2 Industrial Espionage

Table 15 illustrates an analysis of assets, industrial espionage risk and the potential risk reduction
solution.

Asset identi cation: In this scenario, data related to order processing (e.g., product designs
and models) is kept on a storage server split into two main areas:

« Themanagement areastores details about current orders, backups, and archives. Only
the company’'s top management can access this area and its folders.

« The manufacturing area holds information for ongoing production orders, including
product IDs, technical drawings, models, and quantities. This part is open to all company
users.

Shttp://www.omg.org/spec/BPMN/2.0/
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Figure 23. Order Processing Scenario, adapted from [28]
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Figure 24. Production Execution Scenario, adapted from [28]

Table 15. Industrial espionage risk management, adapted from [28]

Business Asset Schematics of products.
IS Asset Production storage.
Risk An insider with access to the company's production storage logates

schematics of products in the company's storage and copies them
to the insider's storage to exploit that access to the company's
production storage is not properly monitored and analysed. [This
leads to the loss of data, its con dentiality and loss of storage

server reliability.

Impact Loss of data con dentiality, stolen data, loss of storage server
reliability.

Vulnerability Access to the company's data storage is not properly monitored
and analysed.

Threat Agent An insider with access to the company's production storage.

Attack method An insider locates schematics of yet unreleased products in the
company's production storage and copies them into the insider's
storage.

Security Requirement | The security system shall generate a response to suspected|indus-
trial espionage.
Controls Proper data storage monitoring setup, employee activity logging
and process mining utilisation on the generated data.

Risk analysis: These settings result in sensitive information being available to anyone in the
company or any outsider pretending to be an employee. As illustrated in Fig. 25 employees (i.e.,
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Figure 25. Industrial espionage risk model, adapted from [28]

insiders) could connect their device to the company's network or use a computer already on it,
like one controlling manufacturing. From there, they might get into at least the manufacturing
area and look for and take any valuable data they nd.

Risk reduction: To mitigate industrial espionage, one should monitor storage storage,
(especially the management and manufacturing areas). The system would track who accesses
or changes les. By watching how les are used over time, we can learn the normal behaviour
of employees and managers who use these directories. This information allows us to create
pro les or models of typical user behaviour. Then, we can apply techniques that check if current
activities match these expected patterns. This checking system would run on our company's
servers, continuously watching for actions that don't t the norm. If it nds anything unusual, it
could decide on the best course of action, considering how risky the activity is and what harm it
could cause.

8.3 Fraudulent Work

Table 16 illustrates assets, the fraudulent work risk and the potential risk reduction solution.
Asset identi cation: High-quality manufacturing typically adds a lot of value but comes at a
high cost, including the machinery and the skilled workforce required. Employees, aware of the
resources at their disposal, may take risks by bringing in external materials to use the company's
time and equipment for personal projects or work for competitors, often without the knowledge
of their employer or regulatory authorities. This practice undermines the company's interests and

could be illegal.
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Table 16. Fraudulent work risk management, adapted from [28]

Business Asset Product process.

IS Asset CNC machine, CNC machine storage, manufacturing control com-
puter.

Risk An insider responsible for the CNC production uploads custom

production data into the CNC machine storage. Subsequently, they
insert material they brought from the outside and create a praduct
unrelated to the company's business interest. Using this apprpach,
the insider takes advantage of the fact that the manufacturing
control computer cannot obtain relevant information about agtive

orders and the integrity of data uploaded to the CNC machine,
resulting in the decreased overall accessibility and integrity of

product manufacturing.

Impact Overall accessibility and integrity of product manufacturing is
decreased.
Vulnerability Manufacturing control computer cannot obtain relevant informa-

tion about active orders and whether the data uploaded to the CNC
machine is valid.

Threat Agent Insider responsible for the CNC production.
Attack method An insider uploads custom production data into the CNC machine
storage. The insider then inserts material they brought from the
outside, and nally, the insider creates a product that is unrelated
to the company's business.
Security Requirement | The security system shall detect unauthorised usage of the|com-
pany's machinery.
Controls Employee activity logging, monitoring of data transfers into the

company's machinery, analysing the CNC machine native logs
and process mining utilisation on the collected data.

Risk analysis: To carry out unauthorised work, as presented in Figure 26, someone looking
to exploit the company's resources must bring in external materials to the production area. Next,
they need to nd a method to transfer their data into the company's system, aiming to get it directly
onto a computer that controls manufacturing. Once they gain control over this computer, they can
upload their speci ¢ production instructions, such as custom Computer-Aided Manufacturing
(CAM) les, to the equipment, typically a CNC machine. After setting everything up, they use
the machine as usual but with their data and materials, producing items that have nothing to do
with the company's of cial products.

Risk reduction: Tracking how data is altered and noting information on active orders is
crucial for in-depth analysis. By pairing this data with records from the company's equipment,
it's possible to spot cases where employees might be working on projects that don't match any
current orders, or at least trying to. However, this method isn't foolproof, as collecting activity
data from all machinery can be challenging. The common issue is dealing with manual machinery
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Figure 26. Fraudulent work risk model, adapted from [28]

that only automatically logs activity data.

We suggest using information from the attendance and ERP (Enterprise Resource Planning)
systems to address these gaps. This includes details on product processing, the sequence of
operations, and the time workers spend on each step, as reported by them and the production
specialists. Although this data might be awed due to how it's collected, it's still feasible to
use process discovery techniques to outline a typical manufacturing work ow, including the
average duration for each stage. Through conformance checking, we can pinpoint any signi cant
discrepancies from this standard model, alerting managers to potentially suspicious activities that
may warrant a closer look.

8.4 Intentional Sabotage

Table 17 illustrates an analysis of assets, intentional sabotage risk and the potential risk reduction
solution.

Asset identi cation: As manufacturing becomes increasingly automated, the precision of
production processes improves. Yet, this precision is accompanied by a rise in complexity and the
delicate nature of these processes. If security measures are not robust, various components within
the manufacturing environment could become targets for sabotage. Such sabotage could be the
work of a disgruntled current employee, a competitor's insider, or a former employee seeking
revenge.

Risk analysis: The consequences of such actions might include the corruption or deletion
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Table 17. Intentional sabotage risk management, adapted from [28]

Business Asset Prepared CAMs.
IS Asset Production storage.
Risk A disgruntled employee locates prepared CAMs and damages

them to exploit that production storage is not properly monitgred
and analysed which results in a violation of the integrity of pre-

pared CAMs.

Impact The integrity of prepared CAMs is violated.

Vulnerability Production storage is not properly monitored and analysed.

Threat Agent A disgruntled employee.

Attack method An insider locates prepared CAMs and damages them.

Security Requirement | The security system shall prevent unauthorised damage to prepared
CAMs.

Controls Proper data storage monitoring setup, employee activity logging

and process mining utilisation on the generated data.

Figure 27. Intentional sabotage risk model, adapted from [28]

of critical data like CAM programs for CNC machines, details of active orders, or essential
production software. It could also lead to physical damage to expensive machinery or the wastage
of signi cant amounts of materials. These incidents cause direct damage and can lead to delays
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in ful lling orders. This, in turn, erodes customer trust and goodwill, potentially resulting in a
substantial loss of revenue over time.

Sabotage exploits weaknesses in a company's IT infrastructure, much like those vulnerabilities
highlighted in industrial espionage scenarios. However, sabotage attempts can be more wide-
ranging, targeting a broader array of the company's systems. Once an attacker gains entry to any
part of the IT network, they can proceed to sabotage.

For example, as presented in Figure 27, they might download CAM les intended for
manufacturing from the company's data storage onto a compromised computer, tamper with or
damage them, and then upload them back, replacing the original les in the production storage.

Risk Reduction: Just like in the industrial espionage scenario, keeping an eye on how data
within the manufacturing and management sections is handled—this time focusing on additions,
changes, and deletions—is crucial. This step would help us build or generate models of how
employees interact with this data using process mining. We could then apply conformance
checking to keep track of any new interactions with the data. Additionally, we could enhance our
analysis by comparing the data storage activity logs with other information from the production
process, such as details from the ERP software, attendance records, or logs from the production
machines. This would not only aid in detection through process mining but also allow us to spot
possible suspicious activities through signs like:

¢ Unusual patterns in employee check-ins regarding time and location,

¢ Unauthorised or unnecessary use of machinery,

Starting production of items that aren't listed in the current orders on the ERP system,

An unusually high rate of production failures that can't be xed and

Excessive amounts of wasted material.

By integrating and analysing this variety of data sources, we can more effectively identify and
respond to potential security risks within our operations.

8.5 Unintentional Damage

Asset identi cation: While the effects of unintentional damage by an employee may look
like those from industrial espionage or intentional sabotage, the behaviours leading up to such
incidents often differ, given the high demand for skilled workers in manufacturing, ring an
employee is generally seen as a last resort. It's crucial to gure out if the damage was intentional
or resulted from an employee falling prey to social engineering, carelessness, or lack of familiarity
with certain equipment or software, even though the outcomes might be hard to tell apart.

Risk analysis: The risk of unintentional damage can manifest in several ways, with the
common factor being a well-meaning employee with legitimate access to the company's systems
who either:
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* Makes a spontaneous error while using the company's systems, such as shutting down
machinery in a panic, leaving it in an unpredictable state. This can lead to damage to data,
software, or the machinery itself.

» Gets deceived by someone outside the company into unwittingly helping them, for ex-
ample, by following instructions over the phone that result in giving remote access to
the company's systems or by responding to a phishing email, which hands over sensitive
information to the adversary.

Risk reduction: Given the distinct outcomes of intentional versus unintentional damage,
focusing on process analysis emerges as a natural approach to addressing this issue. Models
representing unintentional mishaps are likely to appear more complex and erratic than those
depicting intentional sabotage, which typically have clear, de ned objectives from the start.
Nonetheless, due to the relatively rare occurrence of unintentional damage events in manufacturing
settings, accumulating suf cient data to construct models capable of distinguishing between these
two types of incidents might require months or even years.

As an alternative strategy, we suggest gathering as much data as possible from the system's
environment and storing it for a predetermined period. If the system designed to detect intentional
sabotage ags any activity as suspicious, it could employ process discovery to create a one-off
"enriched" model using all available data. This model could then be presented to management to
decide whether the behaviour was deliberate. Over time, as the system accumulates data from
past incidents, it could begin assigning con dence levels to whether an activity is likely to be
intentional sabotage, re ning its ability to discern between the two.

8.6 Lessons Learnt

In this chapter, we illustrated how a security risk management approach can be applied to elicit
security risks in the manufacturing domain. Speci cally, in this example, we targeted one
particular type of security risk, namely insider risks. We stress that the organisation must estimate
different security attack scenarios, including the security threats by the organisation's employees.

In this example, we consider four security risks - industrial espionage, fraudulent work,
intentional sabotage, and unintentional damage. Potentially we can explicitly link these attacks to
the protected assets, security risks and risk countermeasures discussed in the previous chapter. For
instance, in the example, we discuss the application of the ERP system, which plays an important
role at the Enterprise level of the RAMI 4.0 Hierarchy Level Axis. Industrial espionage risk targets
the production storage, which potentially could be protected by implementing requirements for
the user screening and/or user access management controls (see Table 14).

The presented case also illustrates that in the manufacturing processes, different business
assets may exist and they could have different security needs. For instance, the con dentiality
of information (i.e., the con dentiality of schematics of products) should be protected against
industrial espionage risk; the integrity of the process (i.e., the integrity of the product process)
should be protected against fraudulent work risk; and integrity of the production instrument
(i.e., integrity of CAM) should be protected against the intentional sabotage risks. The example
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illustrates that threat agents potentially may target different assets in the architectural hierarchy
of the automated system and technology.
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9 Analysis of STRIDE Security Threats in Manufactur-
ing Company

As described in26], Company X is a wood manufacturing enterprise based in Estonia, with a
20-year presence in the European market. Its product range expands with the annual introduction
of new items. Operating within the furniture industry, Company X primarily serves large retail
corporations, positioning its activities within the business-to-business (B2B) sector. Beyond
its existing product lineup, Company X also provides design and development services, com-
plemented by its production capabilities. Orders drive its production model—no inventory is
produced in advance, and approved orders trigger production planning. In this chapter, we follow
the STRIDE taxonomy (see Chapters 2 and 6) and analyse assets, risks, and their treatment in
company X's processes.

9.1 Company Description

Company X oversees the operation of each supply chain unit, predominantly managing in-house
processes. However, it occasionally resorts to outsourcing production efforts to accommodate
demand uctuations. Major trends impacting company X are

< European Union's Green Growth Objectives: These goals emphasise environmental
sustainability, resource utilisation, and alignment with green economy principles.

» Geopolitical Challenges:The war crisis has compelled Estonian rms to seek alternative
suppliers, impacting the import of roundwood and in ating costs.

« Technological Advancements and AutomationTo stay competitive, the wood indus-
try, including Company X, embraces automation and robotisation, aiming to enhance
production ef ciency.

« Digital Transformation: The adoption of digital tools, including Al, machine learn-
ing, and cyber-physical systems, revolutionises data processing and overall enterprise
management.

e Labour Shortage: This ongoing issue is partially addressed by automation and digi-
talisation, yet the demand for skilled professionals persists. Promoting the industry's
signi cance and the ecological bene ts of wood is seen as a strategic move to attract talent.

Company X's business objectives are offering competitive pricing, ensuring that product quality

meets established standards, guaranteeing on-time product delivery, maintaining short delivery
periods, and facilitating rapid development of new products.

9.2 System Context

Company X uses the following software solutions:
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ERP system for resource planning,

SolidWorks for design and engineering tasks,

Internal software for product planning, and

MS Of ce software for various operational tasks.

The value chain is depicted through key processes, as illustrated in Fig. 28, here each process
is overseen by an assigned process owner responsible for its management and control. The
interconnection between these processes is facilitated by exchanging inputs and outputs, ensuring
a seamless ow of information for progressing to subsequent stages. Information systems
such as ERP and production planning software are employed to bolster these main processes.
Additionally, auxiliary tools like Excel and SolidWorks support these operations; Excel functions

as a data transfer and processing tool. SolidWorks is primarily utilised for creating product
models, assembly drawings, instructions, and packaging diagrams.

Figure 28. Company X main processes, adapted from [26]

Sales and Product Draft: Sales performs several functions (see Fig. 29): product development
management, customer base management, master planning (long-term), and order management.
When the company gets a request from a customer, the sales manager starts by examining the
project to decide if it can be met with the existing product line or if new production elements
need to be developed. Following this initial assessment, the sales manager negotiates pricing
with the customer and drafts a manufacturing plan. The process only moves forward to begin
manufacturing after the customer has made a prepayment, as indicated by the payment of a
prepayment invoice.

Product designThe product design process, depicted in Fig. 30, starts by analysing requests
from the sales team. Once it is con rmed that the request can be made, necessary sub-folders
and project le allocation may commence. during this process, it is wise to reuse as many
already constructed details as possible, thereby minimising development costs and complexity.
Nonetheless, there might still be occurrences of situations where new details need to be developed.
In these cases, a sub-request is made to the product development team, where all the necessary
schematics, manuals, and product descriptions are created and sent back. Once the necessary
information is gathered, production baseline prices will be calculated and sent back to sales. In
some cases, when a new product is being developed, a sample product may be produced, but due
to this being rather an exception, this case is not depicted as a separate process.

Manufacturing: The manufacturing process can be divided into three sub-categoajies: (
creation of manufacturing process for a new prodiidtdetailed planning, andii) production
execution. Here, we focus on the production execution process (see Fig. 31)
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Figure 29. Sales process, adapted from [26]

69






	Introduction
	Research Approach
	Security Risk Management
	Research Questions
	Interviews
	Interview Topics and Questions

	Literature Review
	Survey
	Threats to Validity

	Context of Automated Systems and Technology
	Definition of Automated Systems and Technologies
	Reference Architectural Model Industrie 4.0
	Challenges
	Interview Results
	Survey Results
	Discussion

	Standards
	Safety and Security Standards for Industrial Robotics and Automation
	Standards for Industrial Robotics and Automation
	Cybersecurity Convergence: From IT Infrastructure to Industrial Automation

	Survey Results
	Discussion

	Asset of Automated Systems and Technology
	Interviews Results
	Literature Review Findings
	Survey Results
	Discussion

	Security Risks to Automated Systems and Technology
	Situation in Estonian Cyberspace
	Literature Review Findings
	Survey Results
	Discussion

	Security Countermeasures in Automated Systems and Technology
	Literature Review Findings
	Survey Results
	Discussion

	Insider Security Risks in the Manufacturing Order Processing
	Context Analysis
	Industrial Espionage
	Fraudulent Work
	Intentional Sabotage
	Unintentional Damage
	Lessons Learnt

	Analysis of STRIDE Security Threats in Manufacturing Company
	Company Description
	System Context
	Security Risk Management
	Spoofing
	Tampering
	Information Disclosure
	Denial of Service
	Elevation of Privilege

	Lessons Learnt

	Concluding Remarks
	References
	Appendix
	I. Glossary
	II. Questionnaire Questions and Answer Options
	III. Risk Scenarios


