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Context and use of this 
report 

Context 

Estonian Information System Authority (“RIA”) has procured AS PricewaterhouseCoopers Advisors (“we”/“us”) to 

review and analyse the methodology for the Cyber Transformation roadmaps. The report is based on the analysis of 

the 28 select roadmaps provided by RIA along with interviews conducted with various stakeholders. The final 

deliverable is made up as per our contract with RIA dated 29 July 2024 and guidance provided by RIA. 

PwC’s and RIA’s role 

RIA provided AS PricewaterhouseCoopers Advisors with 28 anonymised roadmaps which we used for our analysis. 

RIA also provided contact information of stakeholders to be included in the interviews. We used this information to put 

together a consolidated analysis of the cyber security maturity and main issues in the small and medium size 

enterprises who have procured a Cyber Transformation roadmap according to RIA’s methodology. 

We have not evaluated or audited any of the data provided by RIA, or data obtained from the roadmaps that we have 

used for the analysis. We provide no assurance over this data, or any outputs based on this data. 

Use of this report 

This document has been prepared for RIA and solely for the purpose and on terms agreed with RIA in our Contract 

dated 29 July 2024 and our agreed scope. 

This report is co-funded by the European Union. Views and opinions expressed are however those of the author(s) 

only and do not necessarily reflect those of the European Union or the European Cybersecurity Competence Centre. 

Neither the European Union nor the European Cybersecurity Competence Centre can be held responsible for them. 

The analysis has been developed using data and assumptions from a variety of sources. We have not sought to 

establish the reliability of those sources or verified the information so provided. Accordingly, we give no representation 

or warranty as to the internal consistency or accuracy of the analysis or any output from it. The analysis is not 

intended to form the basis of any investment decision and does not absolve any third party from conducting its own 

audit to verify its functionality and/or performance. 

We do not accept or assume any liability (including for negligence) or duty of care in connection with this document or 

our work to any person to whom this document is shown or into whose hands it may come save where expressly 

agreed by us giving our prior consent in writing. Our duty of care remains solely to our client, RIA
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Scope of the Analysis

Background and Objectives

The analysis was conducted for the Estonian 

Information System Authority (hereinafter referred to as 

RIA), which is responsible for developing and 

managing the technological platforms of the digital 

state and ensuring the country's cybersecurity. RIA 

also consults public service providers on the proper 

management and supervision of information systems. 

Additionally, the agency conducts cyber environment 

overviews, including daily reviews of automated 

monitoring data, monthly summaries of events in 

Estonia and the international environment, quarterly 

trend reviews, and annual summaries of significant 

events and incidents in Estonian cyberspace. 

Estonian companies are increasingly digitalising and 

modernising their processes and services. While 

digitalisation creates more value for businesses, it can 

also increase cybersecurity risks. According to RIA's 

cybersecurity annual reports1, the rise in digitalisation 

over recent years has been accompanied by an 

increase in the complexity of cyberattacks.

RIA and the Enterprise and Innovation Foundation 

(hereinafter also referred to as EIS) co-financed by 

Digital Europe funds, offered grants for improving 

cybersecurity. The aim of the grants initiative was to 

enhance the cybersecurity of Estonian small and 

medium-sized enterprises (SMEs). With this support, 

SMEs could employ an independent cybersecurity 

service provider to assess the cybersecurity level of 

their IT systems and make necessary improvements to 

enhance cybersecurity, thus protecting themselves 

against cyberattacks and associated damages.

The grants was divided between two main activities:

• Cyber Transformation roadmap, which involves 

mapping the cybersecurity level (Activity I).

• Implementation of development activities derived 

from the roadmaps (Activity II).

This analysis focuses on the outcomes of Activity I, 

specifically the Cyber Transformation roadmaps that 

were co-funded under this initiative. This initiative 

allowed SMEs to procure services from an external 

cybersecurity service provider to assess the current 

state of their IT systems' cybersecurity and to develop 

a one-year roadmap to address major deficiencies. 

The analysis provides a consolidated overview of the 

cybersecurity situation in companies that have 

procured these roadmaps. Additionally, the results of 

the analysis offer RIA feedback on the methodology 

and allows RIA to implement relevant changes and 

improvements in the roadmap methodology.

The aim of the study is to analyse the roadmaps of 

companies that received grants for Cyber 

Transformation roadmap from RIA and EIS, along 

with the Cyber Transformation roadmap 

methodology developed by RIA. This analysis will 

provide RIA with a better understanding of the 

cybersecurity risks faced by Estonian companies and 

support the further development of the Cyber 

Transformation roadmap methodology.

1 RIA: Cyber Security in Estonia https://www.ria.ee/en/authority-news-and-contact/news-media-contact/studies-analyses-

overviews?current_page=1&view_instance=2

4

https://www.ria.ee/en/authority-news-and-contact/news-media-contact/studies-analyses-overviews?current_page=1&view_instance=2
https://www.ria.ee/en/authority-news-and-contact/news-media-contact/studies-analyses-overviews?current_page=1&view_instance=2
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2 EAS: Grant for Cybersecurity Level Assessment and Development https://eas.ee/toetused/kybertoetus/
3 RIA: Cyber Security in Estonia https://www.ria.ee/en/authority-news-and-contact/news-media-contact/studies-analyses-overviews?current_page=1&view_instance=2
4 RIA: Guidelines for Assessing a Company's Baseline Cybersecurity Level and Developing a Cyber Transformation Roadmap https://www.ria.ee/sites/default/files/documents/2023-

03/metoodika_versioon10.pdf

Analysis of Cyber 
Transformation Roadmaps

The Profile of Subjects

The Cyber Transformation grants initiative was 

aimed at SMEs. Grants were awarded to a total of 62 

SMEs, which operate in the following fields in Table 1 

(based on the Classification of Economic Activities in 

Estonia (EMTAK) codes, the Estonian adapted version 

of the Classification of Economic Activities in the 

European Community (NACE)).2

Table 1. Number of Supported Companies by 

EMTAK Section

EMTAK Section
Number of 

companies

Mining and Quarrying (B) 1

Manufacturing (C) 20

Electricity, Gas, Steam and Air 

Conditioning Supply (D)
3

Construction (F) 2

Wholesale and Retail Trade (G) 7

Transportation and Storage (H) 1

Information and Communication (J) 9

Financial and Insurance Activities (K) 1

Professional, Scientific and 

Technical Activities (M)
14

Administrative and Support 

Service Activities (N)
2

Human Health and Social 

Work Activities (Q)
2

Total 62

Roadmaps have primarily been procured by SMEs in 

the following EMTAK sections: Manufacturing, 

Professional, Scientific and Technical Activities, 

and Information and Communication. In recent 

years, several companies in these sectors have fallen 

victim to cyberattacks. The Scientific and Technical 

Activities and Information and Communication fields 

process and store large volumes of valuable data, 

including intellectual property and trade secrets, which 

are attractive targets for cybercriminals

The Manufacturing sector has also been increasingly 

targeted due to its growing reliance on digital 

infrastructure and automated systems, which heighten 

its vulnerability to cyber threats. Common cyberattacks 

in the manufacturing sector include ransomware, 

denial-of-service and phishing attacks3. Notable 

incidents in these sectors may have also motivated 

SMEs to invest proactively in cybersecurity.

How Was Data Acquired

While analysing the scope of the roadmaps, we 

followed the RIA Cyber Transformation methodology 

for assessing a company's baseline cybersecurity 

level. The scope of the cybersecurity mapping 

necessary for creating the roadmap included the 

following areas:4

1. Gathering information from the internet that could 

be useful for potential attacks and identifying 

technical vulnerabilities.

2. External perimeter and public websites.

3. Use of firewalls and review of firewall rules.

4. Remote access — VPN, IPSEC tunnels, etc.

5. Office networks (x locations): workstations and 

servers, office Wi-Fi networks and their devices.

6. Server networks and management networks.

7. If necessary, surveillance systems and their 

networks — access control systems, video 

surveillance.

8. If necessary, automation networks — UPSs, 

building automation.

9. Observation of the physical security of server and 

equipment rooms.

10.Existence and review of risk analysis and recovery 

plans.

As part of the grants initative, the grantees agreed to 

provide the roadmaps to RIA for expert analysis and 

quality control, doing basic checks whether the 

methodology was followed. Roadmaps which did not 

meet the basic criteria were amended by the service 

provider and resubmitted. Only a sample of those 

roadmaps have been used for this analysis and those 

have been anonymized to protect the sensitive nature 

of the data. 

The Data – Limitations in Scope

https://eas.ee/toetused/kybertoetus/
https://www.ria.ee/en/authority-news-and-contact/news-media-contact/studies-analyses-overviews?current_page=1&view_instance=2
https://www.ria.ee/sites/default/files/documents/2023-03/metoodika_versioon10.pdf
https://www.ria.ee/sites/default/files/documents/2023-03/metoodika_versioon10.pdf
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If justified, service providers were given the opportunity 

to narrow the scope of the roadmap at their discretion. 

In the majority of the roadmaps included in the sample, 

changes were made to the scope - only in five 

roadmaps were the mandatory topics fully addressed. 

The topics most frequently omitted from the scope of 

analysis, either partially or completely, were 

Automation networks -UPSs, building automation 

(included in the scope in 11 cases), and surveillance 

systems and their networks -access control systems, 

video surveillance (included in the scope in 16 cases). 

A consolidated overview of the limitations in the scope 

of the roadmaps is provided in Table 2.

Table 2. Scope of the Roadmaps

Scope of the Roadmaps Frequency

Gathering information from the public 

internet that is useful for potential 

attacks and identifying technical 

vulnerabilities

27

External perimeter and public 

websites
20

Use of firewalls and review of firewall 

rules
24

Office networks: workstations and 

servers. Office Wi-Fi networks and 

their devices

28

Remote access—VPN, IPSEC 

tunnels, etc.
24

Server networks and management 

networks
25

Surveillance systems and their 

networks—access control systems, 

video surveillance

16

Automation networks—UPS, building 

automation
11

Observation of the physical security 

of server and equipment rooms
26

Existence and review of risk analysis 

and recovery plans
26

Findings: IT Management and 

Governance Principles in SMEs

Several service providers have provided general 

assessments of SMEs cybersecurity levels in their 

roadmaps. In ten roadmaps, the overall assessment is 

based on the CIS framework's control questions, 

according to which the results are divided into four 

levels (see Figure 1). The cybersecurity level of 

companies has been assessed by the service 

providers at level 1 (4 cases) and level 2 (6 cases), 

and according to the CIS control framework, the 

cybersecurity scores ranged from 1.5 to 2.5. 

A maturity level below average (level 1 and level 2) 

indicates the following managerial aspects:

• Low prioritisation of cybersecurity in the company's 

operations, including in investments made.

• Insufficient awareness of cybersecurity among 

management and employees.

• Unmapped business-critical processes and services 

along with the supporting resources, and the risks 

affecting them along with potential consequences. 

Without understanding the real impact of 

cybersecurity threats on business operations, there 

is a reactive approach to ensuring cybersecurity.

• The lack of cybersecurity measures indicates that 

companies may either be in a growth phase or are 

prioritising resources on an ad hoc basis, as they 

have not yet encountered significant cybersecurity 

incidents.

In the remaining roadmaps, the service providers either 

did not provide general assessments of the companies' 

cybersecurity levels, or these assessments were 

vague and lacked methodological context (e.g., “below 

average,” “unsatisfactory,” “average,” etc.).

Figure 1. Cybersecurity maturity levels based on CIS framework
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Findings: Cybersecurity 

Deficiencies Identified

As SMEs who procured the roadmaps are at the early 

stage of their cybersecurity journey, the service 

providers identified numerous critical or significant 

deficiencies across 28 roadmaps, totalling 295 

deficiencies. Deficiencies with a high-risk level were 

classified as critical, as their realisation could result in 

significant damage, such as, data loss, service 

disruption or system compromise. Medium-risk 

deficiencies were deemed significant if their impact on 

the company's sustainability or security was 

substantial. These deficiencies were particularly 

important due to their long-term impact and the 

potential accumulation of security risks. Significant and 

critical deficiencies served as the basis for the 

roadmaps created by the service providers, providing 

clear guidance on priority actions to be undertaken first 

to strengthen cybersecurity.

The nature of the deficiencies (e.g., “Lack of access 

management procedures”) and the category assigned 

to them (low, medium, etc.) were not absolute across 

the roadmaps; they depended on the service provider's 

assessment. Therefore, assessments of deficiencies 

with similar content vary in roadmaps created by 

diferent service providers .

Due to the different methodological approaches (CIS 

Control Framework, Australian Signals Directorate 

(ASD), ISO 27001, Estonian Information Security 

Standard (E-ITS), etc.) used by different service 

providers in developing the roadmaps, it was 

necessary to categorise the deficiencies on a unified 

basis for the analysis. The categories were based on 

clauses 5 to 18 of the ISO/IEC 27002 standard. 

Deficiencies were linked to the aforementioned 

clauses, each addressing security measures for 

remedying the deficiencies. Since deficiencies can fall 

under different categories, this categorisation is not 

absolute but serves as a means for making 

generalisations. 

cl. 5 Information Security Policies

cl. 6 Organisation of Information Security

cl. 7 Human Resource Security

cl. 8 Asset Management

cl. 9 Access Control

cl. 10 Cryptography

cl. 11 Physical and Environmental Security

cl. 12 Operations Security

cl. 13 Communications Security

cl. 14
System Acquisition, Development and 

Maintenance

cl. 15 Supplier Relationships

cl. 16
Information Security Incident 

Management

cl. 17
Information Security Aspects of 

Business Continuity Management

cl. 18 Compliance 

The largest portion of deficiencies identified by 

service providers (92 deficiencies) fell into the 

category of “Operations Security.” Among the 

identified deficiencies, the categories “Information 

Security Policies” and “Organisation of 

Information Security” (a total of 57 deficiencies), 

“Communications Security” (55 deficiencies) and 

“Access Control” (48 deficiencies) also stood out. 

Figure 2 illustrates the occurrence of deficiencies by 

category, and the following subsections describe the 

most frequently identified deficiencies. 

If a deficiency identified by the service providers 

consisted of two or more issues spanning across 

different ISO categories, it was divided into multiple 

deficiencies, increasing the total count to 332. The 

deficiency categories are as follows:

Figure 2. Identified Deficiencies by Category
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Operations Security is the area where service 

providers identified the most deficiencies — 92 in total. 

The goal of Operations Security is to ensure that an 

organisation's information systems and services 

operate securely and efficiently. It includes measures 

that help to protect systems and data from 

unauthorised access, disruptions and other threats. 

The following are the most frequent deficiencies 

related to the security of daily IT operations and their 

monitoring: 

• Centralised Vulnerability Management: There is no 

systematic approach to identifying and fixing 

vulnerabilities, leaving the company vulnerable to 

attacks (identified in 12 instances).

• Log Management and Security Incident Detection: 

There is no central log server or log monitoring as 

well as no log analysis and incident detection 

(identified in 11 instances).

• Outdated Operating Systems: Old operating 

systems (servers, workstations) are used, which no 

longer receive security updates, making systems 

easily vulnerable (identified in 10 instances).

• Centrally Managed Antivirus: There is no 

centralised antivirus solution, which would allow for 

unified management and protection of all devices 

(identified in 8 instances).

• Outdated Hardware: Outdated hardware is used, 

which may not support new security measures and 

can be easily compromised (identified in 7 

instances).

• Identified Issues with Workstations: Many 

workstations use outdated, unpatched software, 

which may contain vulnerabilities and no longer 

receive necessary updates (identified in 6 

instances).

Operations Security

The goal of Communications Security is to protect the 

company's communications and ensure the secure 

transmission of data across both internal and external 

networks. According to the roadmaps, issues related to 

Communications Security were among the most 

prevalent problems in the sampled companies, with 55 

significant deficiencies identified. The most common 

deficiencies related to securing an organisation's 

communication systems, were the following: 

• Incomplete Network Segmentation: The physical 

network structure is illogical and difficult to manage, 

with inadequate segmentation. The placement of 

devices is irregular (identified in 11 instances).

• Outdated and Unencrypted Protocols: Outdated and 

unencrypted protocols are used, making the 

network vulnerable (identified in 7 instances).

• Outdated Network Devices: Outdated network 

devices are used, which may not support new 

security measures. There is a lack of a firewall with 

intrusion detection and prevention (IDS/IPS) 

capabilities (identified in 7 instances).

Communications Security

The objective of an Information Security Policy is to 

ensure the integration of the information security 

management system into the company's processes. 

Closely related to this is the organisation of information 

security, including the measures implemented to 

address information security risks. The most frequently 

identified deficiencies by service providers in the areas 

of information security policy and organisation were as 

follows: 

• Inadequate Risk Assessments: Many SMEs that 

procured roadmaps lacked a risk analysis aimed at 

identifying and evaluating potential sources of 

security threats and their impact on company 

operations (identified in 14 instances).

• Absence of Information Security Policy: Service 

providers identified that SMEs had not established 

an official information security management 

procedure or an information security policy to 

regulate security measures and strategies 

(identified in 11 instances).

• No Designated Responsible Persons: Service 

providers found that SMEs lacked an individual or 

team responsible for information security, resulting 

in lack of security decisions or insufficiently 

coordinated efforts (identified in 4 instances).

Organisation of Information Security / 

Information Security Policies
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The goal of Access Control is to ensure that only 

authorised individuals have access to information and 

resources. There was a total of 48 significant 

deficiencies related to access control identified by 

service providers. Among them were the following: 

• Inadequate Access Control: Deficiencies exist in 

managing user rights (including timely assignment, 

review, and removal). Additionally, companies lack 

a clear understanding of which rights are necessary 

and/or have been granted to different individuals. 

Default permissions are either unrestricted or not 

configured (identified in 21 instances).

• Insufficient Password Policies: Service providers 

identified that SMEs often have inadequate 

password policies, lacking requirements for user 

passwords, such as setting password expiration, 

leading to the use of very old passwords that make 

systems vulnerable. In some cases, empty 

passwords or the same password for multiple user 

accounts were used (identified in 10 instances).

• Lack of Multi-Factor Authentication (MFA) (identified 

in 9 instances).

• Excessive Privileged Access: For example, local 

accounts have been granted administrator rights 

(identified in 6 instances).

Access Control

The significant deficiencies identified by service 

providers related to information security aspects of 

business continuity management and measures 

ensuring business continuity are as follows: 

• Lack of Regular Backup and Testing: There are no 

clear processes for conducting regular data 

backups and testing backup copies (identified in 10 

instances).

• Absence of Documented Recovery Plans for 

Business-Critical Systems (identified in 5 

instances).

Information Security Aspects of Business 

Continuity Management

• Lack of Systematic and Regular Employee 

Information Security Training Programme. 

Employees are not adequately trained to recognise 

security threats and report incidents (identified in 15 

instances).

• Incomplete IT Infrastructure Documentation: 

Comprehensive documentation of the IT 

infrastructure is missing, including lists of data 

collections and application software (identified in 11 

instances).

• Insufficient Protection of Equipment Cabinets and 

Server Rooms: Critical equipment, such as storage 

solutions, servers and switches, are easily 

accessible. Cabinets and rooms are unlocked or 

located in insecure areas (identified in 7 instances).

• Lack of Data Encryption: In several companies, data 

encryption is either not implemented or 

inadequately implemented in both workstations and 

servers (identified in 7 instances).

In the anonymised roadmaps used for the analysis, it 

was not possible to determine the business activity of 

each company. This makes it challenging to identify 

correlations between the business activity of 

companies and the identified deficiencies. 

Nevertheless, some patterns have emerged indicating 

a higher occurrence of certain deficiencies in the 

following sectors: 

• Manufacturing: Deficiencies are related to physical 

and environmental security as well as network 

security. Unsegmented networks and outdated 

network devices are common.

• Sales: Issues with access control and the overly 

broad use of administrative rights are prevalent 

problems. There is also a frequent occurrence of 

outdated software and a lack of system updates.

• Service Companies (financial services, web 

services, etc.): Common problems are associated 

with inadequate access management and logging. 

The absence of IT asset management processes 

and documentation, including backup and recovery 

plans, is notable.

This is likely explained by the fact that deficiencies 

were more frequently identified in categories that were 

the focus of the analysis based on the company's 

business activity and specific characteristics (for 

example, physical security in manufacturing 

companies or data handling in service companies).

Deficiencies in Relation to the Company's 

Business Activity

In addition to the aforementioned deficiencies, there 

were other areas with significant deficiencies that were 

less prevalent or where a specific type of deficiency 

predominantly characterised the category. Examples of 

such deficiencies include the following:

Other Deficiencies
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Findings: Cybersecurity 

Mapping Approaches

The cybersecurity mapping predominantly utilised the 

grey box methodology. This approach to information 

security assessment is characterised by awareness 

and the active involvement of the company’s 

employees to maximise assessment effectiveness. 

Assessors are granted partial access to the company's 

systems and the data. The process includes activities 

such as interviews, on-site observations, reviews of 

existing documentation, and both manual and 

automated tests. This methodology was referenced in 

17 roadmaps.

In seven roadmaps, a separate distinct methodology 

was not specified (only the mandatory RIA Cyber 

Transformation roadmap methodology was 

mentioned). For two roadmaps, the Penetration 

Testing Execution Standard (PTES) was cited as the 

methodology. PTES stages include pre-engagement, 

information gathering, threat modelling, vulnerability 

analysis and attacks, followed by a report on 

vulnerabilities and recommendations. It can be said 

that the use of the PTES standard in these roadmaps 

occurred within the grey box methodology, as service 

proiders had access to certain internal information and 

the company’s employees actively participated in the 

assessment process. In one roadmap, white box 

methodology was used. Unlike the grey box approach, 

this methodology provides assessors with complete 

access to internal system information, including source 

code, architecture, documentation and configurations.

In order to cover all aspects required in the 

development of the RIA Cyber Transformation 

roadmap, depending on the chosen scope, most 

service providers have aligned the aforementioned 

methodologies with an internationally recognised 

information or cybersecurity framework. Frameworks 

like ISO 27001 and NIST provide a comprehensive 

approach that encompasses both technical and 

managerial and organisational aspects of ensuring 

cybersecurity. The CIS (Centre for Internet Security) 

control framework was most frequently relied upon for 

cybersecurity mapping (11 roadmaps), with additional 

measures from the Australian Signals Directorate 

(ASD) and ISO 27001 security standards. In a few 

cases, a single standard was relied upon—for 

example, only ISO 27001 (one roadmap), the NIST 

Cybersecurity Framework (one roadmap), E-ITS (two 

roadmaps) and the previously mentioned PTES (two 

roadmaps). A total of 11 roadmaps did not rely on any 

particular standard. The following figure illustrates the 

numerical occurrence of standards and methodologies 

in the 28 roadmaps.

Figure 3. Methodologies

Utilised Methodologies

Figure 4. Security Standards/Frameworks
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Service providers have used various technological 

solutions in the development of the roadmaps, which 

were predominantly software-based. These can be 

divided into five categories:

1 OSINT (Open-Source Intelligence) Tools

2 Vulnerability Scanners and Assessment Tools

3 Security Analysis and Monitoring Tools

4 Security Platforms

5 Other Tools

The most frequently used software by service 

providers includes NMAP (14 instances), SCAP 

protocol-based scanners (10 instances), Spiderfoot (10 

instances) and Qualys Web Vulnerability Scanner (8 

instances). These tools are popular and widely used in 

cybersecurity assessments.

The following observations can be made regarding the 

frequency of software usage: 

• The high frequency of NMAP usage is expected, as 

it is a well-known and widely used tool for network 

scanning and vulnerability detection.

• The use of Spiderfoot and other OSINT tools 

reflects a growing trend in identifying vulnerabilities 

from public data sources;

• The use of the Qualys platform for vulnerability 

management and scanning confirms the popularity 

of cloud-based solutions in cybersecurity 

assessments;

• Nessus software has been used less frequently for 

vulnerability detection. It is a popular vulnerability 

scanning tool;

• Recorded Future (used in 3 roadmaps) is an 

intelligence-based threat information solution that 

focuses on preventing and detecting potential 

threats through external intelligence. The use of this 

tool and Spiderfoot in roadmap development 

suggests that companies are interested not only in 

internal vulnerability scanning but also in 

understanding the global threat landscape;

• Hardware solutions like Flipper Zero have been 

used in two roadmaps for physical security testing. 

Flipper Zero is a multipurpose hacking tool used for 

exploring wireless communication protocols (e.g., 

RFID, NFC, Bluetooth), reading and emulating 

device signals as well as security testing and 

manipulating IoT devices.

Below is an overview of the software used in the 

development of roadmaps, categorised by type.

Table 3. Software used for creating roadmaps

Category Subcategory Software

OSINT (Open-Source 

Intelligence) Tools

Data Source Search and 

Analysis
Spiderfoot, Shodan search engine

Account and Data Breach 

Monitoring
HaveIBeenPwned, Dehashed

Domain and IP Address 

Analysis
dnsdumpster, whois

Social Media and Web 

Research
Google hacking, LinkedIn, Facebook

Vulnerability Scanners 

and Assessment Tools

Web Application Scanners
Qualyse Web Vulnerability skanner, PortSwigger Burp Suite 

Professional, pentest-tools.com, WPScan

Network Scanners
NMAP, Pingcastle, Nessus, Tenable Nessus Professional, Rapid 7 

Nexpose, Slitheris Network Discovery

SEO and Website Analysis
sitechecker.pro, seositecheckup.com, app.neilpatel.com, 

seobility.net, sitecheck.sucuri.net, ssltrust.com

Wi-Fi Security Wi-Fi security assessment tools (Wi-Fite, aircrack-ng, airodump-ng)

Cloud Services Security Microsoft 365 “Secure Score”

Security Analysis and 

Monitoring Tools
Network Traffic Analysis Suricata, Zeek, Strelka, Stenographer, RITA

Security Platform OutPost24, Recorded Future

Other Tools

Scripts and Automation Powershell

Remote Work Tools Teamviewer

Flipper Zero, MX Lookup Tool, mxtoolbox, Dedashed.com, Winbox
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Findings: Cybersecurity Risks

In describing key findings, the Cyber Transformation 

methodology5 stipulates that security issues should be 

described, and their severity should be assessed, 

including, where possible, a CVSS (Common 

Vulnerability Scoring System) score should be 

assigned. The use of CVSS scores in assessing 

deficiencies and issues was not very common in the 

roadmaps. CVSS scores have been used in only five 

roadmaps, and even then, only for describing the most 

significant deficiencies.

Additionally, RIA has prepared a sample roadmap6

referenced in the guidelines. The sample illustrates the 

categorisation of risks based on their risk class (Table 

4) and the complexity of mitigating deficiencies (Table 

5) using a three-level scale in both cases. Despite the 

fact that the RIA sample represents just one possible 

scale, more than half of the service providers have 

adopted the scale along with its descriptions either 

partially (3 roadmaps) or fully (12 roadmaps). It is 

unclear whether this choice has been justified and 

aligned with the actual risk appetite and capabilities of 

the SMEs that are the subjects of these roadmaps 

(including both technical and financial capabilities).

Risk Mapping Methodologies

5 RIA: Guidelines for Assessing a Company's Baseline Cybersecurity Level and Developing a Cyber Transformation Roadmap 

https://www.ria.ee/sites/default/files/documents/2023-03/metoodika_versioon10.pdf
6 RIA: Sample Roadmap https://www.ria.ee/sites/default/files/documents/2023-03/Teekaardi%20n%C3%A4idisvorm10.pdf

Risk Classification

Low

In the event of low-risk realisation, 

the organisation's work processes 

are minimally disrupted.

Medium

In the event of medium risk, some of 

the organisation's work processes 

are seriously disrupted.

High

In the event of high risk, the entire 

organisation's work processes are 

seriously disrupted.

Table 4. RIA Risk Classification Example

Complexity of Mitigating Deficiencies

Low

Addressing the deficiency takes less 

than one workday. No changes to 

work processes are required.

Medium

Addressing the deficiency takes 

more than one workday, up to two 

workweeks. Significant changes to 

work processes or systems are 

necessary.

High

Addressing the deficiency takes 

months to a year. Either radical 

changes to work processes or 

systems are required, even 

rebuilding might be necessary.

Table 5. RIA Example for Complexity of Mitigating 

Deficiencies

For the remaining 13 roadmaps, different approaches 

were taken to map risks, issues and deficiencies. In 

two roadmaps, the Estonian Information Security 

Standard (E-ITS) is primarily relied upon, with risk 

levels determined based on the likelihood and impact 

of risk realisation. In four roadmaps, the 

explanations for the risk classification and the 

scale for the complexity of mitigating deficiencies 

are left unexplained. Additionally, there is one 

roadmap in which the scales described and used for 

the assessments are diferent from one another, 

complicating the process of drawing conclusions based 

on that roadmap. 

In five roadmaps, risk classification was based on the 

existence and effectiveness of measures, using a scale 

categorised as implemented, partially implemented and 

not implemented. Additionally, some service providers 

adopted more granular risk categories. To address the 

complexity of mitigating deficiencies, longer timeframe 

scales were also used: low (1 month), medium (6 

months) and high (more than 6 months or a year).

https://www.ria.ee/sites/default/files/documents/2023-03/metoodika_versioon10.pdf
https://www.ria.ee/sites/default/files/documents/2023-03/Teekaardi%20n%C3%A4idisvorm10.pdf
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Findings: Roadmaps to 

Address Deficiencies

According to the Cyber Transformation methodology, 

the roadmap should also specify the time required to 

resolve identified issues and the activities through 

which an SME can implement the recommendations 

within one year. The roadmap could serve as input for 

requesting another Cyber Transformation grant to 

address the findings.7 The following subsections 

provide an overview of the approaches taken by 

different service providers in creating the roadmaps, 

and then generalisations that can be made from the 

roadmaps regarding the activities necessary to 

enhance the cybersecurity level of SMEs.

7 RIA: Guidelines for Assessing a Company's Baseline Cybersecurity Level and Developing a Cyber Transformation Roadmap 

https://www.ria.ee/sites/default/files/documents/2023-03/metoodika_versioon10.pdf

Similarly to the mapping of risks and deficiencies, 

which varied in methodology and detail across different 

service providers, the roadmaps themselves were 

created with differing levels of detail. Some roadmaps 

outline major and significant deficiencies with a step-

by-step approach for resolving it, while others provide 

only lists of activities ranked by their importance.

In most roadmaps, service providers have also 

estimated the time required to implement the activities 

(e.g., the expected duration of the work period or the 

working hours required by the party executing the 

activity). There are noticeable discrepancies in the 

estimates of workload, such as the time needed to 

develop an IT or information security risk assessment, 

which might be 5 days in one roadmap and 6 months 

in another. This suggests that service providers 

recommend somewhat different approaches to SMEs 

for executing the same activity, with one being more 

general and the other more comprehensive. Only a few 

service providers have specified in the roadmaps the 

necessary investments required by the company to 

implement the recommended measures.

Approaches of Creating Roadmaps

The most common recommendation highlighted in the 

roadmaps is the development of training programmes 

for employees. The training should focus on 

information security and IT risk prevention as well as 

the regular training or testing of employees. The 

development of employee skills and knowledge is 

mentioned as a significant activity in 71% of all 

roadmaps. Another major category for which many 

service providers provide numerous recommendations 

is the development of an information security policy, 

mentioned as a recommendation in 18 roadmaps 

(64%). Closely related to this is the recommendation to 

conduct IT and information security risk assessments 

(15 roadmaps) and to further develop company’s 

documentation, including mapping business-critical 

processes, assets, system structures, etc.  (14 

roadmaps). Based on the information security policy 

and other documentation, companies can prepare 

business continuity plans, recovery plans and backup 

plans. Additionally, 13 roadmaps recommend defining 

the role of a Chief Information Security Officer (CISO) 

within the company, who would be responsible for the 

information security policy and other relevant 

documents and help ensure ongoing attention to 

information security issues.

The third major category of recommendations, 

highlighted in more than half of the roadmaps, 

concerns network management. The roadmaps 

emphasised ensuring network security through network 

segmentation (e.g., creating a separate network for 

guests) and the use of VPNs for accessing internal 

networks. More detailed roadmaps also mentioned the 

use of encryption and the hiding of IP addresses. In 

addition to network segmentation, more than half of the 

roadmaps stressed the importance of access 

management. Along with access restrictions, the 

roadmaps emphasised the need-based differentiation 

of roles and permissions (e.g., the creation of users by 

administrators and centralised management of 

devices).

Common Recommendations 

in Roadmaps

13PwC
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Stakeholder 
feedback

The following chapter presents a consolidated 

overview of feedback on the methodology from RIA’s 

roadmap evaluators and service providers who created 

the roadmaps. The analysis is based on interviews 

conducted in the second half of October 2024. Four 

experts from RIA participated in the interviews, 

representing perspectives from the Cyber 

Transformation roadmap methodology creator, the 

Cyber Transformation programme leader, and the 

roadmap evaluator involved in reviewing the roadmaps 

created with RIA/EIS grants. Additionally, ten experts 

from eight cybersecurity service providers, directly 

involved in creating the roadmaps, were interviewed.

The interviews were conducted anonymously, so 

specific experts or service providers are not identified 

in the report. All interview participants confirmed their 

experience with the preparation of the roadmaps. A 

semi-structured interview method was applied, 

allowing for the discussion of pre-prepared questions 

as well as topics and issues that emerged during the 

interviews. Additionally, the opportunity was taken to 

validate statements and suggestions made by experts 

in one interview with the opinions of participants in 

subsequent interviews. The following subsections 

provide a consolidated overview of the topics 

highlighted by service providers and RIA 

representatives during the interviews.

14

First Contact with 

Cybersecurity

Several interviewees pointed out that the grants 

initiative reached companies that otherwise would 

not be ready to procure cybersecurity services. It 

was claimed that small but potentially impactful 

companies might not be able to assess which IT or 

information security services they need. The roadmap 

is viewed as a document whose completeness (i.e., 

nothing important is missing), relevance (i.e., it does 

not contain unnecessary information) and quality are 

assessed by RIA as a reliable party. As an added 

benefit, it was observed that there were several 

competent service providers available to compile the 

roadmap. 

The prescribed methodology allows customers to 

compare different offers prepared on a consistent 

basis.

A positive aspect highlighted was that, thanks to the 

grants initiative, the topic of cybersecurity reached 

management for the first time in several cases and 

provided an impetus to take the initial step. It was 

also noted that SME management often does not 

recognise the necessity or benefits of procuring an 

external audit or assessment. Experts interviewed 

pointed out that SME management frequently 

assumes, mistakenly, that the scope of outsourced IT 

services is broader and includes cybersecurity 

measures. Since the grants initiative offers both a 

partial grant and a list of recommended actions, it has 

made decision-making easier for management, such 

as planning the next steps, investing in improving 

cybersecurity, etc. Moreover, it was noted that, 

because of the experience of procuring the roadmap, 

SMEs often became interested in other related 

services as well. Many experts mentioned in interviews 

that the roadmap served as an important step towards 

organising cybersecurity for SMEs, including the 

potential future implementation of an information 

security standard (e.g., E-ITS or ISO 27001).
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RIA as a Guarantor of Quality

Most interviewees agreed that RIA's role as the owner 

of the Cyber Transformation roadmap methodology 

and evaluator of the SME’s roadmaps is important for 

both the service providers creating the roadmaps and 

their clients. RIA's role as the owner of the 

methodology was valuable to the service providers 

because it was relatively easy to sell a roadmap 

created with the given methodology, even if the client 

did not qualify for the partial grant provided by RIA/EIS, 

did not receive it or was not even interested in applying 

for it. RIA's role and the support from RIA and EIS 

allowed even SMEs with a low level of cybersecurity to 

procure a roadmap and gain an overview of their 

cybersecurity situation. Service providers emphasised 

that considering the low level of cybersecurity among 

the SMEs who procured roadmaps, companies often 

do not know what service (assessment) they need and 

cannot assess whether the service provided to them is 

of quality. The methodology provided by RIA and 

the evaluation of the quality of the roadmap also 

encouraged less knowledgeable clients.

RIA's Involvement as a Quality Mark 

Increases Demand

Interviewed experts pointed out that being listed on 

RIA's website as a service provider adds value to the 

and could increase their reliability among companies 

procuring roadmaps. However, service providers noted 

that the criteria they need to met in order to be listed on 

RIA’s website is not clear enough. Moreover, it is 

unclear how the list is updated. If RIA no longer 

conducts quality control of the roadmaps, RIA's 

recommendations could be used as a measure to 

ensure quality when selecting a service provider—for 

example, setting requirements that service providers 

recommended by RIA on their website should meet. 

Such criteria could include having certified team 

members, the quality of previous roadmaps, etc.

RIA Recommends Competent Service 

Providers

Interviewees also suggested that the roadmap service 

agreement should include an option for the client to 

have the roadmap evaluated by a third party, such as 

RIA, auditors or another expert. Including such a 

requirement could encourage greater diligence from 

the service provider and offer additional assurance to 

the company commissioning the roadmap.

Competition and Market 

Development

According to several interviewees, a healthy 

competitive environment for creating roadmaps 

developed quite quickly, as there were many providers 

relative to the market conditions in Estonia. Although 

similar services had been offered by several 

companies before, the roadmap acts as a "soft 

standard" set by RIA, on which it is easy to build one's 

service.

It was also highlighted as a positive that the measure 

offered a good starting opportunity for newly 

established and small cybersecurity companies to 

enter the market. A company aiming to offer 

cybersecurity services and relevant training to SMEs 

might find it challenging to attract clients, as SMEs 

have not yet prioritised cybersecurity or consider the 

cost of the service expensive. The measure allowed 

SMEs to procure cybersecurity assessment services at 

a more acceptable price. This also gave newly 

established companies a better opportunity to enter the 

market — there were more service buyers on the 

market at once, and the reliability of a relatively 

unknown company on the market was "validated" for 

the buyers (the company was listed on RIA's website 

as a potential service provider). According to the 

company, the measure allowed a start-up company to 

expand the market, and the services offered.

Service providers noted positive examples where a 

client procured the roadmap from a different company 

than their usual IT service provider. This gave the 

client the opportunity to receive an impartial 

assessment of their IT security situation. Service 

providers believe that using a different service provider 

than usual for the roadmap could also be reflected as a 

recommendation in the guidelines.

According to some interviewees, competition positively 

influenced service pricing from the buyers' perspective. 

However, in two instances, it was noted that due to 

high demand, prices were increased before the 

conclusion of the grants initiative. Although this study 

did not track service prices, the conflicting examples 

provided by interviewees suggest that the market may 

not have reached stability during the relatively short 

duration of the grants initiative. Additionally, it is worth 

noting that all feedback from service providers on this 

topic was positively inclined towards market 

development.

Although the interviews touched on the possibility of 

outsourcing the evaluation of roadmaps and quality 

control outside RIA (e.g., to auditors or as a niche 

service), this idea did not gain support from the 

interviewees and is viewed as RIA's responsibility for 

the coming years. However, no clear consensus was 

reached on the extent of resources or the level of 

involvement a government agency should dedicate to 

providing such a service in the long term. 

Alternative Options for Quality Control
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Cyber Transformation 

Methodology and Guidelines

This section addresses the suitability of RIA’s 

methodology for creating Cyber Transformation 

roadmaps, including whether the guidelines are 

sufficient for producing roadmaps that meet the needs 

of the client and the expectations of RIA. Interviewees 

did not find that automating the creation of roadmaps 

was a necessary direction for development, but the 

guidance material received mixed reviews during the 

interviews. Some interviewees were satisfied with the 

level of detail in the guidance material, as it allowed for 

a flexible approach and the use or adaptation of existing 

report formats.

In the enhancement of RIA guideline, attention was 

primarily drawn to three areas, and additionally, 

interview participants shared their thoughts on the 

structure of the roadmaps, assessment principles and 

linking with standards. The following subsections 

describe these in more detail.

According to the service providers who created 

roadmaps, cloud services are quite widely used among 

SMEs, but they were not included in the scope according 

to Cyber Transformation methodology. Many had 

additionally included this area and recommended that it 

should be part of the scope already provided in the 

guidelines. Moreover, it was pointed out that parts 

addressing directory services (e.g., AD) and an overview 

of IT documentation (e.g., information security policy, 

computer user guide, etc.) are also missing from the 

scope.

Adding Additional Areas to the 

Assessment Scope

Service providers pointed out that the roadmap 

methodology is created from the perspective of a 

penetration tester, which may not be the most practical 

approach for all companies. Additionally, this has 

created a situation where the descriptions of different 

scope expectations vary in detail.

Firstly, it was emphasized that there should be a clear 

distinction regarding which parts of the roadmap are 

mandatory and which can be omitted under certain 

conditions (e.g., what if a company lacks an information 

security policy). It was also pointed out that 

expectations were unclear regarding how to assess 

employee awareness. Service providers mentioned that 

the guidelines should specify the criteria for assessing 

the awareness of company employees—such as 

interviewing selected representatives, conducting a 

company-wide self-assessment test, phishing tests or 

similar. Requiring more complex tests may significantly 

increase the cost of the service and extend the time 

needed to create the roadmap.

Harmonising the Level of Detail in 

Guidelines Across Areas of Scope

Like refining the approach, service providers noted 

the importance of familiarising themselves with on-

site conditions while creating the roadmap. Although 

it is possible to create the roadmap based on 

documentation and/or interviews, a physical visit to 

the client is beneficial, as it reveals issues that the 

documentation does not cover or that the 

interviewee does not realise. Therefore, this could 

be part of the guideline provided to the service 

provider.

Additionally, a field was highlighted where there may 

be redundant components in the current scope. For 

example, it was considered that including a network 

diagram might not provide significant added value, 

as it is expected to become outdated quickly. As an 

alternative, it was suggested to consider the network 

diagram as an optional part of the roadmap. More 

substantial examples or a more detailed description 

are also expected for the subsection "workstations 

and servers".

Service providers pointed out that they received 

necessary feedback from RIA for making 

improvements, which could be pre-emptively 

considered for subsequent roadmaps, but clearer 

guidelines would have saved time and effort.

If RIA values maintaining a flexible approach, it 

might consider enhancing the guidance materials 

with various examples of roadmaps created for 

typical companies of different sizes, sectors and IT 

complexities (e.g., a company operating mainly in 

the cloud, a company with industrial automation). 

This would serve as a good guideline for both the 

service provider and the company procuring the 

roadmap, allowing the latter to compare whether 

their roadmap is prepared with similar detail.

Creating and Sharing More Sample 

Roadmaps

It was recommended to consider changing the 

guidelines so that information directed at 

management (including decision points and actions) 

appears at the beginning of the roadmap, followed 

by the technical details. This way, when presenting 

the roadmap to management, the focus can be on 

what is important to them (what resources and 

decisions are needed for necessary changes to be 

implemented) and what is more understandable.

According to some service providers, the summary 

table does not add value to the roadmap but merely 

duplicates information found in other parts of the 

roadmap. However, this claim was also contested, 

as some service providers believe it might be a 

more suitable format for management.

Roadmap Structure
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The roadmap assessment guidelines could be more 

clearly linked to the Cyber Transformation 

documentation to enable validation against the 

guidelines before the roadmap is delivered. There was 

general support for the idea that at least some 

components of the roadmap could be in a format that 

allows for automatic compliance checks against the 

assessment guidelines, if desired. This could also 

simplify and somewhat automate the compliance check 

of the roadmap.

As a possible model, the so-called Australian 

checklist8 approach was mentioned, which is also 

intended to help companies starting with cybersecurity. 

As a variation, such a checklist-based approach could 

be applied to the execution and assessment of different 

parts of the roadmap. Although a checklist does exist 

today, several interviewees highlighted the need for a 

checklist, indicating that the existing checklist requires 

refinement.

In addition, it was emphasised that the assessment 

guidelines should be demanding enough to allow the 

rejection of poor-quality roadmaps.

Furthermore, interviews highlighted the current lack of 

a long-term perspective for the Cyber Transformation 

roadmap. Although the roadmap is created, it may not 

be followed by concrete follow-up actions. One 

interviewee suggested considering some form of 

supportive follow-up assessment (not a punitive 

inspection!), for example, one year after the roadmap 

was created. 

Assessment Guidelines and RIA 

Quality Control

During the interviews, the question of how the 

roadmap (referred to by one interviewee as a "soft 

standard") fits in comparison to standards like the 

Estonian Information Security Standard (E-ITS)

or ISO was raised in several ways. All participants 

agreed that the roadmap does not replace (nor is it 

intended to replace) a comprehensive information 

security standard or any specific part of it. Generally, 

it was found that by creating and implementing a 

roadmap, a company begins to organize its information 

security and is undoubtedly taking steps in the right 

direction. If they are required to implement a standard 

or if they independently decide to align themselves 

with a standard, these steps will need to be taken 

anyway.

Interviewees did not consider it important or necessary 

to specify the relationship between standards and the 

roadmap in the guidelines, to avoid unnecessary 

confusion that could arise from it. Interviewees were 

also asked whether roadmaps and their creation 

methodology should be more closely aligned in logic 

and structure with, for example, E-ITS. The responses 

clearly indicated that such alignment was not 

considered necessary and was generally discouraged. 

Reasons given included that E-ITS seems very 

challenging and complex to SMEs and linking 

roadmaps with E-ITS might deter small businesses 

from creating a roadmap. However, interviewees noted 

that roadmaps can serve as an initial step for a 

company to organize its cybersecurity, nudging them 

toward implementing a standard such as E-ITS, ISO 

27001, or others in the future.

Connections with Standards

8 Cyber security checklist, https://business.gov.au/online-and-digital/cyber-security/cyber-security-checklist
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Awareness and Marketing

All interviews indicated that, although awareness and 

marketing efforts were made regarding the grants

initiative and methodology, there is room for 

improvement if a similar grants initiative is 

implemented in the future. It was recommended to 

focus more on company management level, including 

introducing the initiative at conferences and other 

formats directed at executives, as this target group 

does not usually visit the RIA website by chance. 

Service providers emphasized that successful 

information security depends on management-level 

awareness of both their responsibilities and the 

company's risks.

Awareness Efforts Toward SMEs

Some service providers mentioned that they were 

initially left out for some reason (e.g., not attending an 

information day) and later struggled to find the 

necessary information. One service provider learned 

about the initiative through a client. However, it was 

noted that if the same or a similar grants initiative is 

launched again, the grant amount is likely to be 

exhausted faster, as both service providers and the 

potential grantees have previous experience. 

Additionally, it was suggested to cross-market Cyber 

Transformation with other measures targeting the 

same group, such as those in the field of digitalisation.

Awareness Efforts Toward Service 

Providers

Grants Initiative

All interviewees agreed that the grants initiative had a 

positive impact on engaging the target group. Many 

believed that, without RIA/EIS grants, many SMEs 

would not have procured the roadmap. However, there 

were a few examples where roadmaps were procured 

without the grants. The prevailing opinion was that the 

grants initiative remains essential if the goal is to 

encourage more SMEs to begin addressing information 

security. While the service is feasible without the 

grants, it is likely to remain more appealing to 

medium-sized companies. Grants for the second 

phase is also considered crucial, as a company may 

have the resources to procure the roadmap but lack 

the funds to implement the recommended actions.

Several service providers pointed out that clients had a 

preconceived notion that applying for the grants was 

complicated and burdened with excessive 

bureaucracy. Reportedly, many clients were pleasantly 

surprised to find that this application involved relatively 

low administrative complexity and burden.

Service providers found that the grants initiative 

covered a sufficiently large number of companies (a 

wide range of EMTAK codes). One service provider 

had an example where the number of employees in a 

company grew beyond the allowed threshold during 

the process, resulting in the company not receiving the 

grants.

The premature ending of the grants initiative is, on one 

hand, an indicator of its popularity, but due to its 

unexpectedness, several applications were not 

submitted because there was "still time". Several 

service providers also noted that towards the end of 

the application period, demand was so high that many 

potential clients were left without the service due to 

team overload.

Regarding the second phase of the grants initiative, it 

was noted that the application form was too detailed for 

a relatively weak-level SME to complete its technical 

parts. At the same time, the service provider that 

prepared the roadmap for the company was not 

allowed to assist the applying company in completing 

their application (this restriction was requested to be 

highlighted separately in the guidelines, as it reportedly 

caused problems).

Service providers noted that the project team 

experience form was client-specific and required a new 

document to be signed by the entire project team for 

each new client. This proved to be a problem during 

the summer and did not seem justified. As an 

alternative, it was suggested to consider not 

mentioning the client's name in the project team 

description (if the same team is creating roadmaps for 

multiple clients) and/or having the form signed by only 

one representative of the service provider.

Data Protection and Security 

Issues

Several service providers pointed out that both they 

and some clients are concerned about the potential 

leakage of information contained in the roadmap, as 

this information would be very useful for a potential 

attacker as preliminary work. In this regard, the 

guidelines and communication for the roadmap grants 

initiative should clearly specify who processes and 

protects this data and how, when it is submitted for 

evaluation or to receive grants.
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Summary and 
Recommendations

Based on the sample of roadmaps, it can be said that 

the Cyber Transformation initiative reached SMEs 

whose cybersecurity level was relatively low and 

who needed to take significant steps to enhance their 

capabilities. Service providers have identified that 

ensuring cybersecurity was not strategically 

addressed in those SMEs, and risks and critical 

processes were often not mapped or documented. As a 

result, those SMEs had not created recovery, and 

continuity plans to help them cope with cyber incidents.

In this context, the roadmap is an excellent tool that 

allows SMEs to draw greater attention to 

cybersecurity with the support of a service provider 

and identify deficiencies, the resolution of which can 

significantly enhance the company's cybersecurity level 

with relatively modest resources and simple actions. 

Without the creation of the roadmap and external 

support, it would be less likely that companies 

would pay the same level of attention to the issue 

and systematically invest in addressing critical 

deficiencies. Roadmaps help companies prioritise 

their actions and provide a clear sequence of 

activities and guidelines on how and what to do. 

Even if companies do not implement all the 

recommendations of the roadmap, any steps towards 

greater cybersecurity are necessary and contribute to 

building a more resilient society. 

At a general level, the flexibility of the RIA’s roadmap 

methodology is a positive aspect because it allows the 

service provider to consider the specific company's 

maturity level and needs. This enables the analysis 

to be conducted relatively simply and, therefore, 

does not deter companies with a lower maturity 

level. This means that a larger number of companies 

are willing to carry out this mapping.

Although the overall feedback from stakeholders on the 

Cyber Transformation roadmap methodology and 

grants initiative has been positive, parties have 

suggested recommendations and proposals for 

improving the approach. The proposals fall into three 

categories: recommendations for further developing 

the methodology, recommendations for supplementing 

RIA guidelines and organisational recommendations 

for further developing the grants initiative.

1 Methodology

1.1

RIA's methodology sets out the mandatory areas to be addressed in the creation of the roadmap, thereby 

providing a comprehensive overview of an organisation's cybersecurity level. The recommendations given by 

service providers based on this approach address the most important areas, and RIA should continue to 

develop the roadmap methodology and promote its adoption.

1.2

Based on the specific characteristics of SMEs, service providers have found it necessary to expand the scope 

of roadmaps by adding areas whose maturity levels need to be assessed. Since these scope additions have 

been common, RIA could consider including cloud services, directory services and IT documentation review in 

the mandatory scope components of the roadmap.

1.3

In categorising and assessing risks, service providers have used various approaches and, in addition to RIA’s 

methodology, have applied other security standards and frameworks to evaluate the cybersecurity level of 

SMEs. While service providers appreciate the flexibility of the methodology, they recommend considering the 

harmonisation of expectations and the level of detail in the approach for scope areas: for example, specifying 

how to assess employees' cybersecurity knowledge.

1.4

Creating a network diagram is a mandatory component of the roadmap. According to service providers, this is 

a substantial task with no long-term value for the organisation, as the diagram becomes outdated quite quickly. 

Therefore, RIA might consider making the network diagram requirement optional.

1.5

Some service providers point out that if the internal structure of the roadmap could be changed by placing the 

section important to management at the beginning, it would make the roadmap easier to use for less 

knowledgeable management members.
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2 Guidelines

2.1
To provide clarity for both service providers and the companies commissioning these roadmaps, RIA should 

refine the guidelines and offer sample roadmaps that represent companies of varying sizes and attributes.

2.2

According to feedback from service providers, there was often a need to ask RIA for clarification on how to 

approach the mapping to ensure the outcome meets the expectations. Additionally, several service providers 

encountered situations where the roadmap had to be supplemented based on RIA's guidance after review. 

Therefore, it is recommended that RIA update the assessment guidelines, ensuring they are accessible and 

unambiguous for RIA evaluators, service providers and mapping clients.

2.3

The additional quality control that RIA performed on roadmaps completed under the grants initiative provided 

extra assurance of the quality for the SMEs. If the grants initiative for roadmaps is not continued, but 

companies continue creating roadmaps based on the methodology, the guideline could be supplemented with a 

recommendation that the roadmap service agreement should allow for the roadmap to be assessed by a third 

party chosen by the client. If the third party identifies deficiencies in the roadmap, this could provide grounds to 

demand revisions from the service providers, maintaining a similar quality control mechanism to what RIA 

offered.

2.4

Service providers recommend supplementing the guidelines with a suggestion that the client might consider 

procuring the roadmap from a company that does not simultaneously provide them with IT or information 

security services, to obtain an impartial assessment. This practice would assure the company that the service 

provider offering IT or information security services is doing so with quality. Additionally, recommendations 

from an impartial assessor provide the company's management with assurance that the recommended actions 

are necessary for improving security, rather than merely a self-serving sales effort by the service provider.

2.5

Among more informed SME’s, submitting roadmaps to RIA (a precondition for obtaining the grant) has 

increased uncertainty, as these roadmaps describe their weaknesses and could be a useful tool for attackers if 

they fall into the wrong hands. To enhance the confidence of SME’s, it is recommended to explain the security 

measures associated with the processing and storage of roadmaps at RIA and EIS in the assessment 

guidelines and communications.

2.6

Although RIA used checklists in the evaluation of roadmaps, service providers felt that these were either not 

clear enough or not communicated to them, and therefore, it is recommended that RIA consider supplementing 

the checklists and highlighting them more clearly in the roadmap guidelines and assessment manual.

3 Organisational

3.1

RIA's website lists service providers who could be service providers. Such a recommended list provides 

assurance that these are quality service providers. In the interest of transparency, it is recommended that RIA 

develop, publicise and implement a set of rules regarding the list of Cyber Transformation service providers 

accepted by RIA.

3.2

Even if the grants initiative is not continued, medium-sized companies may still be interested in creating 

roadmaps. Therefore, it is recommended that RIA continue to market the Cyber Transformation roadmap 

methodology as a beneficial solution, regardless of the grants initiative's availability, and target marketing more 

towards people, formats and events related to general management.

3.3

The grants initiative was necessary for many of the companies that procured roadmaps, and without it, they 

would not have undertaken the creation of the Cyber Transformation roadmap and the elimination of 

deficiencies. Therefore, it is important to find ways to continue the grants.

3.4

The bureaucracy and specialised knowledge required to complete the application form associated with the 

grants application may hinder less capable companies from creating roadmaps. Therefore, it is recommended 

to consider the aspects highlighted about the complexity and conflicts of interest in the second phase of the 

grants initiative when drafting the next initiative.

3.5

Companies that have created roadmaps have also pointed out that some of the requirements expected from 

their proposals were unreasonable and recommend considering simplifying the project team form for the next 

grants initiative.
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